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ABSTRACT

In recent years, digital services have experienced significant growth,
exemplified by platforms like Netflix achieving unprecedented rev-
enue levels. Some of these services employ subscription models, with
certain content requiring additional payments or offering third-party
products. To ensure the widespread availability of diverse digital ser-
vices anytime and anywhere, providers must have control over content
accessibility. To address the multifaceted challenges in this domain,
one promising solution is the adoption of attribute-based encryption
(ABE). Over the years, various approaches have been proposed in
the literature, offering a wide range of features. In a prior study [18],
we assessed the security of one of these proposed approaches and
identified one that did not meet its promised security standards.
In this research we focuses on conducting a security analysis for
another ABE scheme to pinpoint its shortcomings and emphasize
the critical importance of evaluating the safety and effectiveness of
newly proposed schemes. Specifically, we uncover an attack vector
within this ABE scheme, which enables malicious users to decrypt
content without the required permissions or attributes. Furthermore,
we propose a solution to rectify this identified vulnerability.
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1 INTRODUCTION

In the initial quarter of 2023, Netflix’s revenue surged to $8.19 billion,
marking an eight-fold growth when compared to figures from ten
years ago [25]. This exemplifies the booming growth trend within
the digital market. Alongside Netflix, also other notable contributors
exist including streaming providers like SK'Y, HBO, Disney+, gaming
platforms such as Steam and Ubisoft Connect, and diverse digital
services like digital government or digital services in the automotive
sector. In order to facilitate the availability of diverse digital services
anytime and anywhere, providers must exert control over content
accessibility.

Concurrently, these business models are evolving in complexity,
necessitating providers to increasingly refine distinctions regarding
content access privileges. For instance, streaming platforms like
Disney+ or Amazon Prime operate on a subscription basis; however,
certain content may require additional payment. Similarly, Steam
hosts an extensive library of tens of thousands of games, but users
have access only to those for which they have paid. In essence,
the paradigm has shifted from a binary “all or nothing” user access
policy to a more nuanced approach wherein users are granted specific
subsets of content. In addition to these developments, the market
is witnessing an increase in its diversity. This entails that providers
are now offering services from other providers as well. For example,
companies like T-Mobile or Verizon bundle services such as mobile
phone contracts with platforms like Disney+. As a result, content right
holders are confronted not only with directly managing access to their
own products but also with ensuring that third-party entities, which
facilitate access to their contents, implement the access protocols
accurately.

In order to address these multifaceted challenges with regard to
access to content, one promising solution for managing access among
various entities is the application of attribute-based encryption. Over
the past years, many different approaches have been presented in the
literature, spanning a wide variety of features. Examples include facil-
itating multiple authorities, revoking access privileges for members,
content verification, and the ability to modify access permissions for
encrypted files without necessitating decryption. With this flood of
new encryption schemes with many new properties, it is important
for businesses that these schemes really offer the promised protection
and function without errors. That this is not always the case we have
already shown in our prior work [Annonymised source], where we
were able to prove an error in an encryption scheme during the per-
formance evaluation of a new type of Secure Group Communication
scheme. The same happened in this evaluation of the attribute-based
scheme proposed by Yu et al. [32], which seemed to us to be a
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promising candidate to solve the increasingly complex challenges of
rights management in the digital market. The scheme [32] promised
capabilities such as accommodating multiple authorities, enabling
content verification, and facilitating access rights revocation. How-
ever, the rights management of [32] can be partially leveraged. For
this reason, this work presents a corresponding security analysis of
this attribute-based scheme in order to show the problems in this
procedure on the one hand and on the other hand to emphasize
herewith that it is of crucial importance to check the flood of novel
proposed systems for their actual safety efficiency. Our contributions
consist specifically of the following points:

e We present an attack vector on the attribute-based scheme
proposed by Yu et al. [32], which allows a malicious data user
to decrypt content for which she does not have the appropriate
permission or required attributes.

e We present a way to close the attack vector on the attribute-
based scheme proposed by Yu et al. [32] which we identified.

The remainder of this paper is structured as follows. In Section 2,
we introduce the mathematical foundations essential for understand-
ing the proposed attribute-based scheme by Yu et al. [32], as well as
the basic concept of attribute-based schemes. The functionality of
the attribute-based scheme proposed by Yu et al. is then presented in
Section 3. Then, in Sections 4 and 5, we present our threat model,
as well as the attack vector we identified for Yu et al.’s scheme.
We then justify the assumptions we made for our attack vector in
Section 6, and as part of this we also present our implementation of
the attribute-based scheme proposed by Yu et al. and the attack on it.
In Section 7, we present a way to close the attack vector we found.
We conclude the paper with a review of related work in Section 8, as
well as a summary in Section 9.

2 BACKGROUND

In this section we introduce basic information that is essential for
further understanding. This includes the mathematical foundations
and the concept of attribute-based encryption schemes.

2.1 Mathematical Foundations

First, we introduce the concept of access policies, which is to be
realized by attribute-based encryption schemes. Then we define
bilinear maps, on which many attribute-based encryption schemes
are based, such as the scheme we are analyzing. Then we introduce
the concept of linear secret sharing schemes, which is used by the
scheme under consideration to realise its access policy.

2.1.1 Access Structure. Inattribute-based encryption, access struc-
tures are used to describe all possible attribute sets that allow a user
to decrypt a given ciphertext.

Definition 2.1 (Access Structure [2]). LetP = {Py,P,,...,P,} be
a set of parties. A collection A C 2{PrPePn} is monotone if for
any Band C: if B€ A and B C C then C € A. An access structure
(respectively, monotone access structure) is a collection (respectively,
monotone collection) A of nonempty subsets of {Py, Py, ..., Py}, i.e.,

and the sets not in A are called the unauthorized sets.
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For the rest of this paper, the term access structure only refer to
monotone access structures. The set of parties P in the definition cor-
responds to the universe of attributes in an attribute-based encryption
scheme.

2.1.2 Pairing-based cryptography. Bilinear Pairing is a field of
cryptography that utilizes a mapping e : G; X Go — Gt from two
groups to a third group. G; and G are usually points on an elliptic
curve and Gr is a finite field. More specifically, the elliptic curve
needs to be a so-called pairingfriendly curve, such as a Barreto-
Naehrig (BN) curve or a Barreto-Lynn-Scott (BLS) curve [31].

Before we define the term bilinear map, we first introduce the
concepts on which this definition is based. This includes the concept
of cyclic groups.

Definition 2.2 (Group [10]). Let G be a set and = a binary operation.
We call the tuple (G, *) a group if and only if it fulfills the following
properties:

For all x,y € G it follows, that x * y € G,
For all x,y, z € G it follows, that (x * y) * z = x * (y * 2),

It exists the identity element 1 € Gsothatx %« 1 =x =1 *x
appliestoall x € G

e Forall x € Gitexist x~! € G, so that x * x~

Definition 2.3 (Cyclic Group [10]). Let C = (G, %) be a group. We
call C a cyclic group if a € G exist, so that we can create every y € G
by calculating a’, where i € N. The element a with this property is
also called generator of G and we write: C =< a >.

Definition 2.4 (Bilinear Mapping [27]). Let (G1,+) and (Ga, +) be
two additive cyclic groups of (nearly) prime order g with G; =< P >
and Gy =< Q >, (Gr, *) be a multiplicative cyclic group of order
q with G =< g >. We write as usual 0 for the identity elements
of G1, G2 and 1 for G . A pairing or a bilinear map is a map
e : G1 X Gy — Gr satisfying the following properties:

1 1

=1l=x""*xXx

e Bilinearity: For all Py, P] € Gy, Q1, Q] € Gg, e is a group
homomorphism in each component, i.e. :
= e(Py+ P}, Q1) = e(P1,Q1)e(Py, Q1)
— e(P1,01+ Q1) = e(P1,01)e(P1,07)

o Non-degeneracy: e is non-degenerate in each component, i.e.

— For all P; € Gy, P1 # 0, there is an element Q; € G, such
that e(P1, Q1) # 1
— For all Q1 € Gp, Q1 # 0, there is an element P; € G such
that e(P1, Q1) # 1
o Computability: There exists an algorithm which computes the
bilinear map e efficiently.

If G1 = Gg it follows from the bilinearity that, V (g € G; and
Lk € Zg): e(gh.g*) = e(g.9)' and V (g € Gy and Lk € Zq):
e(g'.g") = e(g". ) = e(9.9)'* [12].

2.1.3 Linear Secret Sharing Schemes (LSSS). Secret-sharing is
a technique that allows a dealer to split up a secret value into multiple
so-called shares, which are then distributed to a group of users. To
recover the secret value again, a user must obtain a certain subset of
all created shares. For example, in a (t, n)-threshold secret-sharing
scheme, a user must obtain at least t of the total n shares to recover
the secret. In the following, we first define the basic term secret
sharing before introducing the term linear secret sharing.
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Definition 2.5 (Secret-Sharing [2]). Let S be a finite domain of
secrets. A secret-sharing scheme 7 realizing an access structure A is
a scheme in which the input of the dealer is a secret s € S such that
the following two requirements hold:

e Reconstruction requirement: The secret s can be reconstructed
by any authorized set. Or more formally, for any set G € A
(G = {i1, ... i|g|}), there exists a reconstruction function
hG 1 Siy X... X Sy — S such that for every secret s, and every
random input r, it follows: if 7 (s, r) = < s1,s2,...,sn > then
hG(Sil, .. ”SiIGI) =S.

o Security requirement: Every unauthorized set of parties cannot
reveal any partial information about the secret. We state this
condition explicitly: for any set B ¢ A, for every two secrets
aj, az € S, and for every vector of possible shares {s;};cp:

Pr[ \ mi(as,r) =si] =Pr[ [\ mi(azr)=s]
P;eB P;eB
Where the probabilities are taken over the random input of
the dealer. pi;(x, r) denotes the i-th share of 7 (x,r).

Definition 2.6 (Linear Secret-Sharing [29]). We call a secret-sharing
scheme 7 over a set of parties P linear (over Zy) if it fulfils the
following requirements [29]:

e For each party the shares form a vector over Zp,.

e A Matrix M with [ rows and n columns exists, which we call
the share-generating matrix for 7. The function p defines the
party labeling row i as p(i), foralli = 1,...,[. Lets € Zp
be the secret to be exchanged and r, ..., r, € Z) have been
chosen at random, then Mo is the vector of [ parts of the secret
s according to 7, where v = (s, rg, ..., )T . Thereby (Mv);
represents the share of the party p(i)

2.2 Concept of Attribute-based Encryption
Schemes

The main purpose of attribute-based encryption schemes is to define
access policies that can be used to determine who can decrypt certain
data [23]. As an example of how such an access policy can look in
practice, an example of the following academic situation is given in
Figure 1. The proposal for the exam in the course computer science
(CS) should only be accessible to the professor of this course or the
teaching assistants of this course. The access policy thus corresponds
to the Boolean formula (Role: Professor AND Course: CS) OR (Role:
Teaching-Assistant AND Course: CS)), which is shown as a tree in
Figure 1. In addition to the tree policies just presented, threshold
policies, AND policies and the linear secret sharing scheme matrix
(LSSS) are also used as access policies in existing attribute-based
schemes. The scheme we are analyzing implements its access policy
by means of LSSS. The access policy of an attribute-based scheme
can either be encoded in the secret keys for decryption or specified by
the ciphertext. The former variant is also called Key-Policy Attribute-
Based Encryption (KP-ABE) scheme and the latter Cipertext-Policy
Attribute-Based Encryption (CP-ABE) [8, 21].

Figure 2 summarizes all essential information about the basic
concept of attribute-based schemes. Since the scheme we want to
analyze belongs to the category of CP-ABE schemes, the concept
of CP-ABE schemes is shown accordingly in this figure. CP-ABE
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Figure 1: Example representation of an access policy as a tree,
according to Priya et al. [23].

schemes want to allow a data owner to encrypt its data by means of
a chosen access policy, so that only certain data users can decrypt
this data. For this purpose, corresponding keys for encryption and
decryption must be provided and distributed. This task is taken over
by the authority, which provides the data users with corresponding
secret keys for decryption and the data owners with a public key
for encryption. Thereby the public key was created by the authority
on the basis of the access policy of the data owner, which means
that this access policy is part of the ciphertext after decryption. The
access policy is expressed in this example by a tree policy. The cloud
serves as a cache in which the data owner can store her encrypted
data so that the data users can download it later.

3 FUNCTIONALITY OF THE ANALYSED
ATTRIBUTE-BASED SCHEME

The attribute-based scheme presented by Yu et al. [32], whose
security we would like to analyse, belongs to the category of CP-
ABE schemes. Compared to the basic concept presented in Figure 2,
Yu et al. schemes differ in that multiple authorities exist, called
Attribute Authority (AA), which are managed by a Central Authority
(CA). Before we analyse the attribute-based scheme presented by Yu
et al. in terms of its security, we first present how it works in detail.
For this purpose, we start with the set up of the CA as well as the
AAs. We then show how a new data user is registered, how a data
owner can encrypt its data and how a data user can decrypt it. Finally,
we show how an attribute can be withdrawn from a data user

3.1 Set Up of the Central Authority (CA)

Setting up the CA involves the following two tasks: (1) generating
the global public parameters (GPP) and (2) generating the master
secret key (MSK). To generate the GPP, the CA must first choose the
global security parameter A, and define two cyclic groups Gy and G,
both of which have order p, where p is a prime number. On these
two groups, the CA must specify the bilinear map e : G; X G; — Gr,
where g is a generator of G; and e(g, g)* is a generator of Gr. Here
a is chosen randomly from Z,. Furthermore, the CA must choose
a function H(x) that maps a single attribute to an element of the
group Gy, and a random ¢ € Z,, to be able to compute the value g°.
Afterwards, the CA is able to publish the global public parameters
GPP as follows:
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Figure 2: Concept of CP-ABE in the style of [33].

GPP = (9,9 H(%)) M

To create the master secret key (MSK) for the CA, we first assume
that the AAs AAgq, .. .., AAgq,, exist. For each of these AAg;q,,
the CA chooses a random ng;q, € Zp. Thereby it must hold, that
2o naid, = 0. Then, for each AA;4,, the CA calculates the value
g4 and transmits this via a secure channel to the corresponding
AAgiq,- The master secret key of the CA is then composed as follows:

MSK = (m,ngiq, ... Naid,,) 2)

3.2 Attribute Authority (AA) Set Up

Setting up an AA consists of generating its private and public key.
In the following, we assume that we want to set up AA,;4, and that
the parameters g4 and GPP have already been transmitted by the
CA. The AA;q4, then randomly chooses agiq;, Baid;s Yaid;> Said; € Zp-
The secret key SK;4, is then composed as follows:

SKaid,- = (gnaidi > Aaid;» ﬁaidp Yaid;> 5aid,~) 3

The generation of the public key requires that the attribute set
Said; of AAgjq, is specified. It is assumed that the attributes of the
individual AAs do not overlap. Otherwise, the AAs whose attribute
sets overlap would have to coordinate with each other and select
the same parameters for the affected attributes. Also, the list of data
users who have the affected attributes must always be synchronised
among the affected AAs. For each attribute j € Sg;4,, two default
data users ug and u; are created and added to the data user set U;
of the attribute j. Then, for all attributes j € Sg;4,, for each data
user i of Uj, the values v; j and t; j € Zp are randomly chosen. In
the next step, AA,;q, calculates for each attribute j € Sg;4, the two
parameters PK3 j and PKj ;j using the Equations 4 and 5.

Wier (v,5)

PKl,j =g ﬂaidi (4)

PKZ,j — H(]-)Yaidi'éaidi‘nieuj- (vi) 5)

In total, the public key of AA,;y4, is composed according to
Equation 6. The respective values w; ; are calculated by means of
Equation 7. In these two Equations, the function e(x, y) is the bilinear
mapping function introduced in Section 2.

PK g, = (e(g’g)(){aidi’gc'(saidi,{PKl’j,PKz,j,{Wi,j}ier }jesm-di)
(6)

-1
Uk,j + Z)i’j (7)
keUj k+#i

3.3 Data User Registration

If a new data user u should be included in the system, she applies
to the CA for her global data user identifier ID,, € Z, and the
corresponding certificate with which she can identify herself to the
AAs. The new data user then receives the secret key required for
decryption from the individual AAs. In the following, we show which
parameters the new data user receives from a specific AA, in this case
AAgiq,- First, AAg;q, uses IDy to calculate the parameters Ky, 444,
and K’ . according to the Equations 8 and 9.

u,aid;
aid; -ID. aid; 1D,
Ky aia; = 974 - g&77 - gltardi T ou (®)
IDy
’ B
Ku aid; — =9 i ©)

Then AA,;q, calculates for each attribute j of the attribute set Sy,
of the new data user the parameters Ky ;, K> j, K3,j and Ky j using
the Equations 10 - 13.

Kij= H(j)ﬁaidi (IDu+Yaid;) (10)

Kyj = H(j)Paid; 1Du(Yaid; =0u ;) an
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K3 = H(j)_tu,j‘vu.j'(IDu+Yaidi) (12)

K4,j = H(j)ﬂaidi')/aidi Oy, j (13)

The complete secret key of the new data user is then composed as
follows:

SK = {{Kyaid; K}, 4iq, tie(n,...my K1), K2.j. K3,j. Ky j } jes, }
(14)
Since the values {PK1,j, PKa, j, {wij}ieu; }jeSm—di depend on the
existing data users, these values must be updated after adding a data
user u. For each attribute j of the new data user u, the AA managing
this attribute must extend the data user set U; for attribute j by u.
Then, all affected AAs must update their PKs. This is done for the
AAgiq, as follows: First, Equation 15 is used to calculate the new
required values wy, ; for each affected attribute ¢:

-1
Wyt = tur - l_[ vk,t + Oyt (15)
keUj,k#u

Thus, the new values w; j for each affected attribute ¢ can now be
calculated using Equation 16.

Wir = (Wi = i) - 0} + it (16)
Finally, for each affected attribute ¢, PK;; and PK3; can be
updated using the Equations 17 and 18.

PKy; = PK}%' (17)
PK3; = PK,"' (18)

3.4 Encryption

To encrypt a message M, the data owner first selects a random s € Z,,
and computes the two ciphertext components C and C” according to
the Equations 19 and 20. Thereby AA. stands for the set of authorities
whose attributes are to be used for encryption.

N

C=M- l_[ e(g, g) (19)
aidir€AA.
=g (20)

The data owner can specify the access policy by means of an
LSSS access structure, which consists of an L X N matrix, which is
abbreviated as M4 in the following. The function p maps the rows of
My to the corresponding attributes. After specifying My, the data
owner chooses yz, ..., yn and rq, ..., r randomly from Z,,. Using
these values, the data owner is now able to determine the vector
v =(s,y2,...,yn) and calculate A; = v - My, foreachi e 1,...,L.
Here My, stands for the i-th row of M4. In the final step of encrypting
M, the data owner must compute the ciphertext components Cj, le ,
D;, and AK; for each attribute j of the access policy according to the
Equations 21, 22, 23 and 24.

Ci = gc'5aidk Ai H(j)_rj‘Yaidk‘5aidk'nier v;j @1
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rirllieu; vij
Cj=PK =g laid (22)
Di = gri (23)
AK; = gC~5aidk-/1i (24)

The ciphertext CT of the message M is thus composed altogether
as follows:

CT ={(C,C’,(C1,C},D1,AKy) ..., (Cr,C, DL, AK)}  (25)

3.5 Decryption

To decrypt a ciphertext CT whose access policy consists of the
attribute set Iy; to the original message M, a data user must first
determine which of its attributes S,, are contained in the access policy.
Or more formally, the intersection I = Iy; N S, must be determined.
To do this, the data user can apply the function p to the associated
access policy My to determine the attributes Iy contained therein.
Knowing which attributes are relevant, the data user can determine
the set AAc of all AAs whose PK's were used for encryption. Then
the data user can decrypt CT to M using the Equation 26. However,
this first requires calculating ® using Equation 27, which in turn
requires calculating @ and @ using Equations 28 and 29. In Equation
29, the values of w; are chosen in such a way that they reconstruct
the secret s.

C
M=— 26
5 (26)
®
®=— 27
B 27
o= [] e Kuaia) (28)
aidr€AAc
v v - Wuj ’ wim
e(Ci, KJ, 10, )¢(Ci Ky ;7)e(CL Kz, j)e(Di, K3, )
o- [ [

4 .
jeSu e(ci’K4,])

(29

3.6 Data User Revocation

If a data user u is to be stripped of attribute j, this requires up-
dating the public keys of the AA that manages attribute j. In the
following, we assume that AA,;4, manages attribute j and needs
to update the following components of its public key: PK j, PK3 j,
Hwijtieu;}jesa 4 The first two components are updated by the
Equations 30 and 31. The required parameter UK can be determined
by the Equation 32.

PKy; = PK{ K (30)
PK3; = P} K 31)
UK = U;}. (32)

Then the data user u is removed from the data user set U; of the
attribute j, or more formally: Uj = Uj \ {u}. In the last step, for all
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other data users i € U; the value w; j must be updated using Equation
33.

{wij = (wij —vij) - vuj+0ijtieu; (33)

Existing ciphertexts whose access pol-
icy requires the attribute j like, e.g., CT =
{(C: C’3 (Cl, Ci’ Dl,AKl), v (Cs C’s (CLs Ci’ DL) AKL)}’ can

also change their access policy, so that the data user u, from whom
the attribute j was withdrawn after CT was generated, can no
longer decrypt it. To do this, either CT could be recalculated using
the updated keys, or alternatively, CT could be updated using
Equations 34 and 35 accordingly. Using these two Equations, for all
i €{1,...L}, the values C; and C; are adjusted.

Ci=cVK (34)

¢ =cUK (35)

i 1

4 THREAT MODEL

After presenting the attribute-based encryption scheme whose secu-
rity we want to analyze, we define our threat model in the following.
The authors of the scheme have already evaluated the security of
their method against an outstanding attacker, who can collaborate
with data users for attacks in [32]. For this purpose, it was assumed
that the attacker herself is not a data user but can gain access to secret
keys of data users.

For our security analysis, however, we assume that the attacker is
a legitimate data user and has certain attributes or more precisely, a
corresponding secret key. Our scenario can therefore be seen as a
subset of the original thread model, since the attacker can only have
access to one secret key, while in the original she can even have access
to the secret keys of multiple users. The goal of this malicious data
user is to access data for which she does not have the right attributes.
This should not be possible in an attribute-based encryption scheme,
as this is precisely the main selling point of such schemes, that a
finely granular definition of access rights is possible based on the
attributes. Thus, with attribute-based encryption schemes, it should
not be possible for entities who are not legitimate data users and who
do not have corresponding secret keys to decrypt data, as well as for
legitimate data users to decrypt any data for which their attributes
do not comply with the respective access policy.

5 ATTACK VECTOR

As attack, we assume that a malicious data user u was able to
successfully infiltrate the system and got as far as the AAs generating
a secret private key for her. In this process, the attribute set S, was
assigned to her. In addition, a data owner d, with d # u, encrypted
her data and generated the ciphertext CT as a result. The attributes
used for the access policy for the ciphertext CT form the set Scr
and Scr ¢ Sy applies. An excerpt of all the information that the
malicious data user has in this scenario is listed in Table 1. (Note:
In this table, we assume that each data user knows its own identifier
ID,. Additionally, we assume that the number m of existing AAs
is public knowledge. We deal with these two assumptions in more
detail in our proof of concept implementation of the attack).

Prantl et al.

Table 1: Extract of the information accessible to the malicious
data user.

SK = {{Ku,aidi’K;’aidi}ie{l ..... m}s {Kl,j’KZ,j’K3aj’K4:j}j€5u}
CT = {(C,C’, (C1,C, D1, AK1) ..., (C1, €, D, AKL) }
9
gC
7
u (= IDy)
m

To decrypt CT, the malicious data user would only need to compute
Equation 27. We show below how this is possible for her without
having the right attributes. The calculation of Equation 27 is traced
back to the calculation of Equations 28 and 29. Since the Equation
28 depends only on information that the malicious data user already
has, she can calculate it directly. To calculate the Equation 29, the
malicious data user should actually have the necessary attributes.
Therefore, the malicious data user should not be able to calculate
this Equation. However, the malicious data user is still able to do
so by using the authors’ proof in [32], which is intended to prove
that the decryption process of a ciphertext returns the original
message. Equation 36 shows this proof. Note that Equation 36 is a
transformation of Equation 29.

e(Ci, K, 110 6(CL K} #)e(Cl Ko, j)e(Di, K ) \ ™"
©= le_S[u e(le,K4,j)
= [ etg.getremm
Jj€Su
=e(g.9) ™

(36)

With the information available to the malicious data user, she can
calculate the Equation 36 as follows: although the values of s and
¢ might not be known to the data user, g° and g¢ are. Considering
that bilinear maps must fulfill e(gl,gk) =e(g, g)lk for all g € Gy
and [,k € Zp (see Section 2), it follows directly that e(g, g)* €% "™ =
e(g®, g©)*™. Thus, the malicious data user can compute Equation
36 and, hence, also Equation 29. This allows the malicious data user
to compute Equation 27, which enables her to decrypt the message
M from CT using Equation 26.

Since a malicious data user can thus decrypt all ciphertexts without
using any attributes, the revocation process of the attribute-based
scheme, which is supposed to revoke certain attributes from data
users who already have a secret key SK, is also without effect.

6 ATTACK - PROOF OF CONCEPT

In this section, we present how we have implemented the attribute-
based scheme and the attack of a malicious data user in practice.
Before that, however, we go into more detail about the assumptions
made for the attack and show why they are justified.
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6.1 Assumption Justification

Our attack by a malicious data user is based on the assumption that
the attacker knows all the information from Table 1. In the following,
we would like to show that this is the case. The first parameter in
Table 1 is the attacker’s secret key, which is obviously known to her
because she is one of the legitimate data users (who, however, does
not have all the attributes). The second parameter is the ciphertext
CT, which is stored in the cloud and is accessible to the malicious
data user, as the considered attribute-based scheme does not provide
a control mechanism that determines who is allowed to download
which data from the cloud.

The parameters g and g¢ are part of the global public parameter
GPP and thus also known to the attacker. Since the parameter g°
corresponds to the second value of the ciphertext CT, the attacker
also knows this value. This leaves only the parameters m and u.
According to the authors of [32], m is part of the master secret key
of CA and should therefore not be known globally. However, m is
known to all legitimate data users, since m can be read from the
decryption algorithm. The authors of [32] assume in the decryption
process that the ciphertext has been encrypted with the public keys
of the AAs from the set AAc.

However, the set AAc must necessarily contain every existing AA,
otherwise the proof of the correctness of the decryption process does
not work. This proof can be seen in Equation 37. Essential for the
proof is that the sum over the n;4, of all participants AA; is equal to
0 (see red marking in the Equation). However, this is only certainly
the case if ng;q, of all AAs are summed up, since the respective
values of ng;4, have been chosen exactly so that they add up to 0
when summed over all existing AAs. Hence, each data user’s secret
key contains the two values K, 4,4, and Kl’l,ai " from each existing
AA. Thus, each data user can determine the value m via the number
of these values.

©= l_[ e(cl’ Ku,aidk)
aidi€AAc

[T etg® gedegPugraianttu)
aidr € AAc

=e(g,g)> ¢ Pum. ( l_[ e(gs,ga“"dk)) - e(g, g)* TPu Z naiay
aidr€AAc

[T etog%)

aidir€AAc

e(g g)s~c~IDu»m .

(37

This leaves only the parameter u, which a malicious data user still
needs to know for her attack. In the derivation of the correctness
of the decryption process, the divisor @ is given as e(g, g)¢$1Pu"m
in the calculation of ®, see Equation 27. However, in Equation
36, @ can also be written as e(g, g)°5"% ™. Thus e(g, g)¢s TPu™ =
e(g,9)¢ > ™, which in turn has the consequence that u = ID,, holds
and, hence, the required parameter u can also be derived by the
attacker.

Thus u corresponds to the global identifier ID,, of the malicious
data user, which she has received from CA, so that the attacker also
knows the value u. The attacker also knows the value u, since the
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authors of [32] do not specify that the global identifier of the data
users should be hidden from them.

6.2 Attack Implementation

For our proof-of-concept implementation of the attack on the attribute-
based scheme presented by Yu et al. [32], we first need a correspond-
ing implementation of this attribute-based Scheme. For this purpose,
we first show how we have implemented (1) the access policy or,
more precisely, how we have generated the LSSS matrices and (2)
the rest of the scheme. Then we present a concrete scenario with a
simple example attack.

6.2.1 Implementation of the attribute-based Scheme proposed
by Yu et al. [32]. In the following, we will first discuss the implemen-
tation of the access policy and then the implementation of the rest of
the scheme. To generate an LSSS matrix ! for an access policy, we
followed the procedure from [9]. For this purpose, we assume that
the access policy consists of a Boolean formula, which (1) in turn
consists only of ANDs and ORs and (2) is represented by two-valued
functions. For example, such a Boolean formula could look as fol-
lows: AND(OR(A, B), OR(B,C). According to [9], the first step in
creating an LSSS matrix for such a Boolean formula is to represent
the Boolean formula as a tree (see Figure 3). To do this, we create
a node with the corresponding function for the outermost function.
Then we consider the first argument of the outermost function. If this
is directly a Boolean variable, we create a leaf node for this variable
and insert it as a child node accordingly. Should the first argument be
a function, we create a node for this function as an interior node and
proceed for this node analogously to the outermost function. For the
second argument of the outermost function, we proceed analogously

to the first argument.

Figure 3: Converting a Boolean formula into a tree

To create the corresponding LSSS matrix for this tree, we first
label the root with the vector (1) and set our global count variable ¢
to 1. Then we go through the individual levels of the tree up to the
leaves and label the nodes with vectors. For each level, we consider
whether the node is an AND or an OR node. In the case of an OR
node, we label the child nodes with the vector of this OR node. If the
node is an AND node with the label vector v, we first create the vector
v’ by appending as many zeros to the vector v until the length of v’
corresponds to the value ¢. Then we label one of the child nodes of
the AND node with the vector o’|1, which corresponds to the vector

INote: The formula symbol for the LSSS matrix in the description of the considered
scheme is Mg



ARES 2024, July 30—August 02, 2024, Vienna, Austria

v’ to which a 1 was appended. We label the other child node with
the vector (0)¢| — 1, which corresponds to the vector (0)¢ to which
the value -1 was attached. The vector (0)€ in turn corresponds to a
vector with ¢ entries, which all have the value zero. After labelling
the two child nodes of the AND node, we increase the counter ¢ by
one. When the whole tree is labelled, the labels of the leaves form the
LSSS matrix. To do this, first bring all the labels of the leaves to the
same length by filling them with zeros if necessary. Then each vector
label of a leaf forms a row of the LSSS matrix. For our example
formula, this would lead to the following LSSS matrix:

1
1
-1
-1

S O ==

The corresponding function p, which maps the rows 1 to 4 to the
attributes A, B and C, would be defined as follows:

A x=1
px)=3C x=4
B else

For the rest of the implementation of the scheme proposed by Yu
et al. we followed the procedure given by the authors. For this, we
also had to perform the required mathematical operations, especially
the operations of bilinear maps. For this purpose, we used the PBC
library [11], which implements bilinear maps.

6.2.2 Example Attack Scenario. As an example situation to demo
the attack vector we found, we created the following situation using
our implementation of the attribute-based scheme proposed by Yu et
al. [32]. We created a central authority CA, which again manages the
two authorities AA; and AA2. Here AA; has the attribute set {1, 2}
and AA; has the attribute set {3}. Next, we generate the normal data
user u1, which has the attributes {2, 3}, and the malicious data user
ug, which is a legitimate data user registered in the system, but has
no attributes at all. For this initial situation, we generate a random
message m and encrypt it using the following access policy to the
ciphertext ¢: 1 OR (2 AND 3). The tree representation of this access
policy is illustrated in Figure 4.

Figure 4: Acces policy tree used in our attack scenario.

From the access policy tree in Figure 4, we derive the following
LSSS matrix and corresponding map function p for our attack
scenario:

Prantl et al.

1
1 1
0 -1
1 x=1
p(x)=42 x=2
3 else

In the above described attack scenario only u; should be able to
decrypt c. However, u; is also able to decrypt ¢ back to m, as our
implementation shows. In the Figure 5 one can see the output that
will be printed during the execution of our attack script. In this figure,
besides the fact that both the attacker and the authorized recipient
can decrypt the encrypted message, we have omitted the encoder and
decoder for the implementation of the attack. Instead, we assume
that the messages to be encrypted directly correspond to elements of
the curve. However, a corresponding encoder and decoder can easily
be complemented by the two functions element_from_bytes and
element_to_bytes of the PBC library. Thus, one could implement
the encoder by first converting a string to bytes and in turn converting
it to a curve element using the element_to_bytes function. For the
decoder one could simply convert a curve element to bytes using
element_from_bytes and then convert the bytes back to a string.

Our implementation of the attack can be downloaded via https:
//github.com/WueSePrantl/YuAttack and instructions on how to get
our implementation of the attack vector to work are given in the
following bulleted list.

Set up and start Ubuntu 22.04

Install GMP library 2

Install M4 3

Install PBC library 4

Install flex 3

Install bison ©

Install a version of OpenSSL 7

Copy params directory from the pbc directory to the folder of
the attack

7 ADJUSTMENTS OF THE PROPOSED
ATTRIBUTE-BASED SCHEME

In this section, we show how the attack we presented can be defended
against. To do this, we first present our idea for a possible solution
and then go into detail about how our solution approach changes the
original procedure. Finally, we analyze the performance overhead
caused by our modification.

2The official website of the GMP library: https:/gmplib.org/#HDOWNLOAD. In-
stallation instructions can be found on the following website: http://rstudio-pubs-
static.s3.amazonaws.com/493124_a46782f9253a4b8193595b6b2a037d58 . html

3The official website of M4: https://www.gnu.org/software/m4/. Installation instructions
can be found on the following website: https://howtoinstall.co/package/m4

4The official website of the PBC library https://crypto.stanford.edu/pbc. The PBC library
can be downloaded from https://crypto.stanford.edu/pbc/download.html and installation
instructions can be found on https://crypto.stanford.edu/pbc/manual/ch01.html

SThe official website of flex: https://github.com/westes/flex. Installation instructions can
be found on the following website: https://howtoinstall.co/package/flex

SThe official website of bison: https://www.gnu.org/software/bison/. Installation instruc-
tions can be found on the following website: https://howtoinstall.co/package/bison
7We have chossen libssl-dev, installation instructions can be found on the following
website: https://howtoinstall.co/package/libssl-dev
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ICA setup finished
AA setup finished

Generated user secret key for the regular recipient

Generated user secret key for the attacker
Random message:

ARES 2024, July 30—August 02, 2024, Vienna, Austria

$ ./YuAttack

[35863509922134487085920793421761755583840188847520729641314142090678337985344946591066275135971497191024

[41263045702826492372427237322546879999010512741480,

19511937038167440305511972751695464340821393167039646

[92499365937741350973792768700018061751495217373914918359463613192005222009415566585767468839010657251]

Message encrypted
Recipient: Message decrypted to

[35863509922134487085920793421761755583840188847520729641314142090678337985344946591066275135971497191024

41263045702826492372427237322546879999010512741480,

19511937038167440305511972751695464340821393167039646

192499365937741350973792768700018061751495217373914918359463613192005222009415566585767468839010657251]

Recipient: Received message matches sent message
Attacker: Message decrypted to

[35863509922134487085920793421761755583840188847520729641314142090678337985344946591066275135971497191024

[41263045702826492372427237322546879999010512741480,

19511937038167440305511972751695464340821393167039646

[92499365937741350973792768700018061751495217373914918359463613192005222009415566585767468839010657251]

: Received message matches sent message

o |

Figure 5: Output of the implementation of our attack vector. Both the authorized data user and the malicious data user without

authorization can decrypt the message.

7.1 Attack Mitigation

In the previous section, we presented an attack vector and proof of
concept for attacking the attribute-based scheme [32] proposed by
Yu et al. In this section, we discuss possible countermeasures against
this attack. For this purpose, we focus on the information that an
attacker has in the current variant of the scheme (see from Table 1).
Our goal is to find a solution that is as simple as possible and does
not require any changes to the underlying mathematical relationships.
Looking at Section 6.1 again, one can see that if it would be possible
to hide one of the parameters m and ID,, from the data users, the
attack would already not work in the form we described. This makes
these two parameters our first option to consider for countermeasures.
Therefore, we first consider whether the parameter m could be hidden
from the data users. A malicious data user could infer this parameter
by the number of components in its secret key. Thus, for a possible
simple solution, one might evaluate whether one could also provide
data users with only a subset of the components of their current SK
so that the method would still work. However, since we have shown
in Section 6.1 that for the decryption process . ng;q, = 0 must hold,
we cannot simply deprive data users of certain components of their
current SK without further ado.

Therefore, we next consider whether the ID,, parameter, and
hence u, can be hidden from the data user. Looking more closely at
the concept of the attribute-based scheme proposed by Yu et al. in
Section 3, we see that a data user does not need the ID,, parameter
for the decryption process. The only purpose for which the data user
needs ID,, is to communicate it to the AAs so that they can use it to
generate her secret key. Therefore, in our opinion, a data user does
not need to know what concrete value her identifier ID,, has. Thus, a
simple countermeasure against the attack we have presented would
be for CA to provide data users only with an encrypted version of
ID,,, and to provide AAs with the corresponding decryption keys.
In this way, a data user can communicate the specific value of her
parameter ID,, to the AAs without knowing it herself.

7.2 Modifications of the Original Scheme

In the following, we describe the modifications to the original
attribute-based scheme presented for the integration of our solution
approach. The first modification is that during the set up phase of

the CA, (1) a symmetric encryption scheme SE is specified for the
master secret key and (2) a random key ks is generated for SE. The
modified master secret key MSK™°9 thus has the following form:

MSKmOd = (m, Naidys - - Naid,y,» SE, kSE) (38)

In order for the attribute authorities to later be able to decrypt the
IDys encrypted with the scheme SE and the symmetric key ksg, they
must accordingly also know SE and ksg. Therefore, we adjust the set
up phase of the AAs such that CA not only communicates the value
g4 and the global public parameter GPP to the respective AAs,
but also communicates SE and ksg over a secure channel. These two
additional parameters are also stored in the AAs’ secret keys SKy;q4, .
The modified AA secret keys SK' ;’lfglfi thus have the following form:

SK94 = (9", gidys Paidys Vaidy Oaidys SE.ksg) - (39)

Finally, only the data user registration has to be adapted. This
consists of the CA not transmitting the value ID,, directly to the data
user, but encrypting it beforehand using the SE scheme and the ksg
key. The CA’s certificate for the data user is issued accordingly for the
encrypted variant of ID,,. If a data user subsequently wishes to have
her secret key generated by the individual AAs, she sends them the
certificate together with the encrypted value of ID,,.Thanks to their
knowledge, the respective AAs are able to obtain the value of ID,, by
decrypting it accordingly. The remaining steps of the attribute-based
scheme proposed by Yu et al. do not need to be adjusted.

Through these adaptations, data users only receive the parameter
u in encrypted form and can thus no longer carry out the attack we
have described, as the parameter u must be available in unencrypted
form for the described attack. With our adaptation, we eliminate
the incorrect assumption of the security proof from the original
publication that the product u * m cannot be calculated by attackers.
Since our adaptations limits the access to parameters, specifically
u, and makes them only accessible to the authorities, the rest of the
original security proof remains unaffected.

7.3 Modification Performance Overhead

Next, we analyze the additional effort caused by our modification
in terms of computing times. Our modification does not generate
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any additional performance overhead for the data users. For the CA,
our modification means that (1) a random, secret symmetric key
must be generated once and (2) an additional encryption must now
be performed once for each data user. In our opinion, the one-time
generation of a symmetric key is negligible from a performance
perspective. To estimate the overhead caused by the additional
encryption, we carried out corresponding measurements on an HPE
ProLiant DL360 Gen9 server, with 8 CPU cores with 2.6 GHz each
and 32 GB RAM. We used Ubuntu 22.04 as the operating system. On
this server, we can perform symmetric AES encryption with 128-bit
keys in under 100ms. For 1,000,000 data users, this would mean an
additional effort of less than 2 days. As these are one-oft additional
costs, which can also be reduced by appropriate parallelization, we
believe that they are still acceptable.

Our modification also results in a performance overhead for the
individual AA. This consists of the fact that an additional decryption
is now required for each data user. Analogous to the additional
encryption of the CA, we can estimate the calculation time required
for this for 1,000,000 data users at less than 2 days, which in our
opinion is also still acceptable, as these costs only occur once.

8 RELATED WORK

Regarding the analysis of encryption schemes, there are different
approaches in the literature. Surveys like [4, 7, 20, 24] attempt
to classify encryption schemes and to provide overviews of their
features and theoretical performance. Some works also address the
question of how to determine the most appropriate encryption scheme
for a specific use case based on theoretical analysis, e.g. [13]. In
addition to these theoretical analyses, there exists also literature that
measures performance of encryption schemes in practice on real
hardware [14-19, 22]. We differ from these works in that we do not
analyse performance or address the question of which encryption
scheme would be best in a specific situation. Instead, our analysis of
the attribute-based encryption scheme under consideration focuses
on whether it really delivers the promised security.

In addition to analyzing the performance and features of encryption
schemes, there is also work in the literature on analyzing encryption
schemes in terms of their security. A new branch of research tries to
test their security by means of neural networks. For example, Gohr
et al. [5] implemented a key-recovery attack on 11-round SPECK-
32/64, a block cipher, using deep learning. In doing so, Gohr et al.’s
deep learning model was able to undercut the previous best time
complexity of such an attack from 2% to 233, Analogous results
were obtained by the authors of [6], who were able to undercut the
current state-of-the-art subkey recovery attack on the block cipher
Simon32 in both time complexity and data complexity using a deep
learning approach. In addition to cryptanalysis of the block cipher
SPECK-32/64 and Simon32, neural networks have also been used
to attack lattice-based cryptosystems based on the Learning With
Errors (LWE) problem. For example, in [30], the authors were able
to fully recover the corresponding secrets for small-to-mid size LWE
instances with sparse binary secrets.

Among the most similar to our work are "classical" cryptanalyses
that analyze the underlying mathematics of the respective encryption
scheme and try to find flaws or shortcuts in the proofs that allow
the respective scheme to be leveraged. For example, the work [1]
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analyzed the attribute-based scheme proposed by Boyen et al. [3] in
terms of its security and was able to identify possible attacks on the
LSSS matrix used, including mitigation strategies. Problems in the
underlying mathematics could also be found and fixed by the authors
of [26] in Wang et al.’s proposed attribute-based scheme [28].

This non exhaustive selection of related work shows that encryp-
tion schemes are analyzed with respect to a wide variety of criteria,
such as performance, features, or their security. With the increasing
number of encryption schemes being proposed, in our opinion, the
thorough analysis of these schemes becomes increasingly important,
ensuring that these schemes really provide the security they promise.
But beside the security aspect, the proposed schemes’ performance
must be taken into consideration too, since use cases grow in complex-
ity, the number of users steadily increases, and the associated rights
management is continually required to become of finer granularity.

9 CONCLUSION

In recent years, the digital service industry has seen remarkable
growth. Simultaneously, these services are becoming more intricate,
requiring providers to fine-tune distinctions related to content access
privileges. Even for services that operate on a subscription basis,
some specific content may necessitate extra payments or incorporate
third-party elements. To ensure diverse digital services are acces-
sible anytime and anywhere, providers must maintain control over
content accessibility. To tackle the diverse challenges, a promising
approach is the implementation of attribute-based encryption. Over
the past years, many different approaches have been presented in
the literature, spanning a wide variety of features. To this end, it is
imperative for businesses to verify that these schemes truly deliver
the promised protection and function seamlessly. In our previous
work [Annonymised source] , we identified errors in an encryption
scheme while evaluating a new SGC system, a similar situation
arose in this assessment of the ABE scheme proposed by Yu et
al. [32]. Building upon our previous research, this study conducts
a thorough security analysis of the ABE scheme, which seemed to
us to be a promising candidate to solve the increasingly complex
challenges of rights management in the digital market. Our goal
was to shed light on the issues in this procedure and underscore the
critical need to assess the safety and efficiency of newly proposed
systems. Specifically, we identify an attack vector within this ABE
scheme that enables a malicious user to decrypt content without
the necessary permissions or attributes. Furthermore, we propose a
solution to rectify this identified vulnerability.
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