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Abstract

Today, we are confronted with many concepts such as Cyber-Physical-Systems
(CPS), Internet of Things (IoT), Industry 4.0, Industrial Internet, Ubiqui-
tous Computing, Pervasive Computing and many more. Some researchers
use all of these terms interchangeably, while others interpret them in ways
that contradict each other. The inconsistent and interchangeable usage of
these terms creates the impression that authors abuse them as buzzwords to
attract attention. Hence, the question arises: Is the existence of all these
terms justified? In this paper, we first look at the origin of the terms. Then,
we focus on Internet of Things (IoT) and Cyber-Physical-Systems (CPS) as
those terms are more often used as the others and further often seen as un-
derlying tehcnologies. We present the results of a literature review, including
academic, industry and gray literature, with the objective to identify and dis-
cuss several clusters of similar statements on both terms. Building on this,
we present definitions for IoT and CPS that reflect the core intuition of the
terms as found in the literature review while providing a clear demarcation of
the two terms. Then, we illustrate the applicability of our findings on several
use cases. Finally, we discuss the relation to the other topics closely related
to adaptive systems, namely Industry 4.0, Industrial Internet, Ubiquitous
Computing, and Pervasive Computing.
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1. Introduction

In recent years, the Internet of Things (IoT) and Cyber-Physical-Systems
(CPS) have gained significant attraction and are becoming increasingly om-
nipresent. By the year 2030, the installed base of 10T devices will grow
to 500 billion worldwide according to Cisco [1], while the estimated value
of CPS will reach 12 USD Billion by 2028 [2]. Both IoT and CPS find
applications in many different domains, such as healthcare, energy and util-
ities, smart cities and communities, manufacturing, and transportation and
distribution. Besides IoT and CPS, many other related terms have found in-
creasing use including but not limited to: Industry 4.0, Industrial Internet,
Pervasive Computing, and Ubiquitous Computing. All these terms have be-
come increasingly important in recent years, both in industrial and academic
environments.

The often interchangeably use of those terms lead to several questions:
Is the usage of all these terms justified? What exactly do researchers mean
when using these terms? How to distinguish these terms or can some of them
be used interchangeably?

In the literature, IoT is seen as a global network of physical and virtual
things that have identities, attributes, and personalities (e.g., [3, 4, 5, 6, 7, 8]).
These things provide intelligent interfaces accessible over standard and in-
teroperable communication protocols. CPS are often defined as physical
systems and computational entities that contain computing and communi-
cation cores (e.g., [9, 10, 11, 12, 13, 14, 15]). The connection of physical and
virtual entities with behavioral aspects is an important property of CPS.
So, CPS and IoT show much overlap: Both are defined as physical systems
made of entities that communicate and have a virtual part or representation
that mirrors resources and behavior. Additionally, a variety of descriptions
on the terms Industry 4.0, Industrial Internet, Pervasive Computing, and
Ubiquitous Computing exist, many of which are very similar to the ones for
CPS and IoT. These statements vary in their precision and scope: Some
statements are rather general, while others define terms very strictly.

However, a clear delineation of the respective concepts from one another
cannot be found in the literature. Therefore, the following research questions
arise:



(i) How are these different terms defined in the various fields, and are there
overlaps or even contrasts between them?

(ii) What is the common interpretation of the terms and can this be used
to propose refined definitions?

(iv) How are the terms to be distinguished from each other?

In this paper, we address these questions through a literature review, in-
cluding academic, industry and gray literature. We start by discussing the
origins of the different terms and their evolution. We analyze and compare
statements on each term that can be found in the literature, while focusing
on IoT and CPS as they are most actively used by the research commu-
nity (based on the search results we had in an initial screening). We formu-
late refined definitions for IoT and CPS that precisely capture their essential
aspects and intended meaning. Finally, the two refined definitions for IoT
and CPS are used as reference points to delineate the remaining concepts.

Our goal is to help improve communication among researchers and prac-
titioners, reducing confusion and misunderstandings due to the lack of un-
derstanding of the underlying concepts, aims and capabilities of the different
terms as well as their historical evolution. Conceptual understanding of
the state-of-the-art coupled with clear and consistent terminology provide
a basis for supporting interoperability between emerging technologies, novel
concepts and frameworks as well as for future research driving the further
advancement of the field.

The remainder of this paper is organized as follows: First, Section 2 gives
a discussion of the background of all terms. After that, Section 3 describes
the methodology of the literature review, gives an overview of the collected
statements, and presents statistics of the used data set. Then, Section 4 gives
an overview and categorizes the statements on IoT, followed by Section 5,
which summarizes and clusters the statements on CPS. Section 6 analyzes
the statements, presents a refined definition for IoT and CPS, and illustrates
them using different use cases. Section 7.4 proposes a delineation of the terms
using the refined definitions of IoT and CPS as reference points. Finally,
Section 9 summarizes the findings and concludes the paper.

2. Background

This section provides a brief summary of the background of the concepts
discussed in this paper.



IoT. The term Internet of Things was first used by Kevin Ashton
in 1999 [16]. In a presentation at Procter & Gamble, Ashton used the term
to describe the idea of integrating RFID into the Procter & Gamble supply
chain. He pointed out that humans controlled the collection of information
by these systems at that time. According to Ashton, this was a problem since
humans have limited time, accuracy, and attention, and therefore, they can-
not capture data very well. As systems depend on data captured by humans,
Ashton states that “computers know more about ideas than things” [16].
To overcome this lack of accuracy, computers need to gather information by
themselves without relying on humans. Also, in an article in the Forbes mag-
azine from 2002, Ashton is cited with: “We need an Internet for things, a
standardized way for computers to understand the real world” [17]. Ashton
claims that if computers knew everything important about things without
the intervention of humans, it would be possible to track those things in order
to reduce waste, loss, and cost, considerably. In this context, he also men-
tions repairing on time in the sense of predictive maintenance [16]. Later on,
Kevin Ashton co-founded the Auto-ID Labs, which made the term Internet
of Things more popular [18].

CPS. The term Cyber-Physical System was coined by Helen Gill in 2006
at the US National Science Foundation. Gill defines the term as a “new
generation of systems with integrated computational and physical capabilities
that can interact with humans through many new modalities” [19]. Thus,
CPS deals with the intersection of the physical and the cyber world. In
the context of CPS, ‘cyber’ does not originate from the term cyberspace but
more from the term cybernetics [20], which was coined by Norbert Wiener
in 1948 in the domain of control theory. According to Wiener, cybernetics
can be seen as a combination of control and communication and is highly
based on closed feedback loops, hence, the control logic depends on the real
measurement values and the physical process is managed by the control loop.
Similar to this definition, feedback loops are typically an important part of
CPS where computations and physical processes affect each other [20].

Industry 4.0. The term Industry 4.0 was first introduced by Henning
Kagermann (President of acatech, the German Academy of Science and En-
gineering), Wolf-Dieter Lukas (Head of the Department for Key Technologies
at the German Federal Ministry of Education and Research) and Wolfgang
Wabhlster (Head of the German Research Centre for Artificial Intelligence)
at the 2011 Hannover Fair [21]. Industry 4.0 stands for the fourth industrial



revolution and is a result of the high-tech strategy of the German govern-
ment [22]. The first industrial revolution was the introduction of mech-
anization through water and steam power. The second industrial revolu-
tion brought mass production, assembly lines and electricity. The introduc-
tion of computers and automation, especially programmable logic controllers,
formed the third industrial revolution [23].

The goal of the fourth industrial revolution is to build a bridge between
the cyber space and the physical world through the digitization of produc-
tion facilities and industrial products. This bridge leads to a fine-grained
synchronization between the physical world and a digital model of it. Intelli-
gent supervision and autonomous decision processes enable to control enter-
prises and the entire supply chain in real-time, in addition to the increased
automation known from the third industrial revolution. This paradigm shift
requires the products to take over a new, active role: Instead of a central
logic, the unmachined part itself defines its processing steps.

Industrial Internet. The emergence of Distributed Control Systems
(DCS) was an important step towards the Industrial Internet, also known
as Industrial Internet of Things, enabling flexible process control of an en-
tire plant. With the rise of the Ethernet standard in 1980, first experiments
with networked smart devices followed soon. The Carnegie Mellon University
presented a modified Coke machine in 1982 as the first Internet-connected
appliance [24]. It was able to report its inventory and the temperature of
the loaded drinks. Next, in 1994, Reza Raji described a large industrial ap-
plication as “[moving] small packets of data to a large set of nodes, so as
to integrate and automate everything from home appliances to entire fac-
tories” [25]. The current interpretation of the term Industrial Internet ap-
peared 2002 with the rise of cloud technologies. The usage spread in 2006
with the development of the OPC Unified Architecture (OPC UA) protocol
and its corresponding information model. Analysts expect that the adoption
of Industrial Internet generates $15 trillion of global GDP by 2030 [26, 27].

Ubiquitous Computing. Mark Weiser from the Xerox Palo Alto Re-
search Center introduced the term Ubiquitous Computing in 1991 [28]. Ac-
cording to Weiser, computers at that time were too complex and required the
entire attention of their users. However, he claimed that computers should
only be a means to an end. More precisely, Weiser envisioned computers
that are ubiquitous but invisible. Thus, the computer should move into the
background and the focus should be on the thing itself. In his article from



1991, Weiser wrote: “By pushing computers into the background, embodied
virtuality will make individuals more aware of the people on the other ends
of their computer links” [28].

Pervasive Computing. Weiser also used the term pervasive in his de-
scriptions: “Again, I saw this not as a personal computer, but as a pervasive
part of everyday life, with many active at all times” [29]. However, the term
Pervasive Computing was first introduced by Novell’s Chairman Robert J.
Frankenberg around 1994 [30]. He used this term in the sense of connecting
people with other people and information [30]. The term was only used in
the research community at that time. In 1998, IBM reintroduced the term
Pervasive Computing for describing the necessity that people require a con-
nection to the Internet at any time. [30]. This led to a rapidly increasing
interest around the turn of the millennium and finally, “pervasive computing
was declared a buzzword during the peak of the dot.com bubble” [30].

So, Pervasive Computing can be seen as an industry term in contrast
to the more academic term Ubiquitous Computing with a slightly differ-
ent meaning [31]. This also applies to pervasive and ubiquitous information
processing in the context of e-commerce scenarios and web-based business
processes [31]. However, the interest in the term Pervasive Computing de-
creased considerably since 2001. Like Weiser, who used the term pervasive
in one of his articles on Ubiquitous Computing, Uwe Hansmann of IBM also
used the term ubiquitous in one of his works on Pervasive Computing [32].
Therefore, the delineation between Ubiquitous and Pervasive Computing is
rather vague. Mattern considers both terms as synonyms [31]. According
to a literature study by Ronzani, Ubiquitous Computing is more often used
for work and business, while Pervasive Computing is more established in
the home and leisure sectors [30]. Also, Ronzani points out that Ubiqui-
tous Computing is typically used in the sense of anywhere and at any time,
whereas Pervasive Computing is used more in the sense of networking.

3. Methodology

In the previous section, we presented the background and historic evolu-
tion of the investigated terms. This section describes the methodology we
used for our literature review to evaluate how the terms IoT and CPS are
used by practitioners and researchers. It further provides an overview of the
used data sources and presents statistics on the underlying data set.



) ) > v
1. * Scientific
Ssenoco ge| e |2 pupication? |[TiTLE O @
( CPS, 10T, definition ) | || s —— — loT__ | g~
1 N Comeny (e =
) . H inition. ] —_—
2. Y with 10T/CPS i |
3. 3 role? pommmm oo ! ‘
. 7 CPS_ | @
> 3, * Definition or |l—-— —
— Statement?

Figure 1: Methodology for the Literature Review. After the initial search of candidate
publications in Google Scholar, Google, IEEExplore, and ACM DL using the predefined
keywords (step I), we analyzed the suitability of the publications w.r.t. a provided def-
inition or statement on CPS or IoT (step II) and extracted those (step III). Lastly, we
clustered the definitions based on the used wording (step IV).

3.1. Overview on Methodology

The literature review covers academic, industrial, as well as gray state-
ments and is focused on the terms [oT and CPS, as they are most actively
used by the research community and in the industry. Accordingly, the delin-
eation in Section 6 focuses on those two terms and distinguish each other as
well as describe the relation to the other terms namely Industry 4.0, Indus-
trial Internet of Things (IIoT), Pervasive, and Ubiquitous Computing.

For the literature review, we applied the technique from Webster and
Watson [33]. The review process consists of four steps as depicted in Figure 1.

Keywords. The first step consists of a broad search for statement can-
didates based on the following keywords and their permutations:

o Cyber-Physical System
o CPS

Internet of Things

o JoT

Definition

Statement



We derived the keywords and the permutations based on the goal of this
paper, which is to provide an in-depth analysis of definitions and statements
of the two terms IoT and CPS. We build permutations with one term of
the set of { Cyber-Physical System,CPS,Internet of Things,IoT} with another
term of the set {Definition,Statement } resulting in the following search string:
{Cyber-Physical System OR CPS OR Internet of Thing OR IoT} AND
{Definition OR Statement}.

Hence, we strictly focus on the stated terms and explicitly exclude related
terms such as Industry 4.0, Industrial Internet, Ubiquitous Computing, Per-
vasiwe Computing, Industrial 1oT, Cyber-Physical Systems-of-Systems, Edge
Intelligence, or Edge AI from our literature review. Still, we acknowledge
that these terms should be integrated in any future studies aiming at a full
overview of the research landscape on IoT and CPS. For now, we did not
include them as some of the terms / concepts can be seen as specific appli-
cations of either IoT or CPS. Hence, for this first step and to also sharp the
focus, we limit this analysis to IoT and CPS.

Data sources. For academic literature, we used the search engine Google
Scholar, as well as the digital libraries IEEE Xplore and ACM DL for the
search. For statements with origin in industry, we used Google’s web search.
Since all of the authors work in Germany, also German websites as well as
statements on IoT and CPS in German were identified. Then, we tried to
switch the website language to English to retrieve the English version of
the statement. In case this was not possible, we translated the statement
into English and verified our translation by an internal review from all other
authors. For each data source, we analyzed the first ten pages with results
for each permutation of keywords. We found that this were enough results
to cover the most important facets.

Conducting/Filtering. In the second step, we filtered papers that do
not explicitly define the terms or include statements that explicitly describe
their properties. There, one paper was read by one of the authors. If a paper
should be filtered out because it did not provide a defining statement, this
had to be confirmed by a second author. We are aware, that this approach
can result in human bias. Hence, those decisions were clearly discussed by
the authors and in case of disagreement, further researchers of the group were
involved. As we later cluster the statements (see step 4), we have a second
feedback loop if a paper should be part of the analysis or not. We focused on
peer-reviewed scientific publications or publications of companies that have
an important role in IoT or CPS related industries. After retrieving these
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sources, the suitability of each paper or website was analyzed based on the
title and abstract (if existent).

Extracting Data. As a third step, we did a detailed review of the
selected papers and websites and extracted the relevant statements. This re-
sulted in 108 papers and websites that we studied in more detail collecting 65
statements for IoT and 43 for CPS. From all statements, 66 can be considered
as academic, 30 as industrial, and 12 as neutral, resulting from Encyclopedia
entries and similar. All extracted statements are listed in Table A.3 in the
appendix.

Synthesizing Knowledge. In the fourth step, we clustered all state-
ments on each term on a manual basis. We read the statements identify-
ing similarities and differences and grouped related statements into clusters.
Since this step has been performed manually, we did not apply any text min-
ing or coding-based clustering. Rather, we read the statements individually,
compared them one by one and tried to identify similarities in the choice of
words, the addressed technical level, or common visions for the future. This
means, a statement is always assigned exactly to one cluster. After the initial
clustering, we further examined the clusters with their according statements
in the local research group to gain even more insight into the clustering. This
additional group decisions help to reduce the probability for human bias as
well as increase the robustness of the results. Here, we identified four major
clusters for every term and some outlier statements. These clusters are not
necessarily distinct, but may rely on other clusters. However, we decided
to treat them as distinct clusters as each has a different focus. The assign-
ment of a statement to a cluster is always unique but some clusters could be
merged in case a higher level of detail is desired. We omitted the outliers as
they deal with, for example, the vision and history of the terms or business
advances, and thus do not provide a clear statement on what IoT and CPS
are. The term outliers refers to a single statement that was not assigned to
any cluster in the manual clustering phase and is the only statement left in
the end. We could have defined a cluster with only one statement, but de-
cided to omit these leftover statements since we want to reflect on the major
research streams related to IoT and CPS.

3.2. Overview on Identified Data

In the following, some statistics on the data set are presented to provide
an overview of the used statements. The statistics include the share of state-
ments focusing on IoT and CPS, the portion of statements for both terms
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grouped by their publication type, and an analysis where the authors of the
statements come from.

First of all, the share of the data set focusing either on IoT or CPS is
depicted in Figure 2. The statements are divided into academic, industrial,
or neutral, depending on the source from which they originate. As seen
from Figure 2, statements on both terms are found almost equally often in
academic publications. However, in industrial sources, statements on CPS
are rarer than statements on IoT. Possible reasons could be that IoT was
heavily discussed in social media, as well as in European and international
politics and initiatives, whereas CPS has been more a topic of academic
research projects.
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Figure 2: Break down of statements per Figure 3: Number of statements per type
topic and application domain. of publication and topic.

Figure 3 shows the number of statements on IoT and CPS grouped by the
type of publication. For IoT, most statements are published via web, whereas
for CPS, statements are more evenly distributed among sources from books,
conferences, journals, and the web.

Figure 4 breaks down the statements by their research area or another
origin (i.e., Other). Most statements were published in the area of computer
science, followed by economics & logistics and information and telecommu-
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Figure 4: Break down of statements per research domain.

nication technologies (ICT). Note that the high count of Other is due, for
example, to the fact that statements from different dictionaries were also
examined.

Finally, Figure 5 depicts the institutions’ origin of the statements’ au-
thors. The institutions of the analyzed statements come from 28 different
countries. However, only USA, Germany, Switzerland, France, and Italy have
a share larger than 4%, with USA and Germany covering around 32.70% and
16.93%, respectively. As we focused on the languages English and German,
other countries may be under-represented.

4. Identified Definitions of Internet of Things

Applying the methodology and clustering process described in Section 3,
this section addresses the first research question for the term IoT, whether
[0T is clearly defined. With this analysis, we want to show that the term IoT
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is not clearly used in the communities, hence, also not clearly defined. We
derive the following four clusters of statements on the term IoT: (i) entity
communication, (ii) entity communication, identification, and interaction,
(iii) enabling technologies, and (iv) IoT as CPS. Here, the second cluster is
handled as a distinct cluster as it groups statements that, in addition to en-
tity communication, name the terms identification and interaction explicitly
and are not in the focus of the statements in the first cluster. The names
of the clusters are chosen to indicate the main common characteristic of the
statements grouped in the respective cluster. In the following, for each clus-
ter, a selection of representative statements are presented, their differences
and commonalities are discussed, and possible conflicts with other clusters
are highlighted. Figure 6 provides an overview of the four clusters and the
statements we discuss in the following.

Entity communication. The first cluster groups statements that
focus on IoT as enabler for communication between physical entities also
called things or objects in the analyzed statements.

For example, F. Silva and C. Analide describe IoT as follows:

The Internet of things is a new paradigm in which every device is
digitally connected, regardless of their function, and can commu-

!Supported by Bing, Copyright GeoNames, MSFT, Microsoft, NavInfo, Navteq,
Wikipedia.
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Figure 6: Overviews of the clusters and statements for the discussion of IoT.

nicate with other devices and people over communication protocols. [34]

In addition to the above statement, this cluster includes 19 further state-
ments on IoT ([35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50,
51, 52, 5]), which have in common that IoT is defined as a network of phys-
ical entities that are connected and communicate with each other or with
the environment. While communication is an important aspect of IoT, these
statements do not make any assumptions on how communication is lever-
aged to achieve additional benefits compared to simple objects that do not
communicate. Neither aspects of entity identification and interaction, nor
sensing and control, are mentioned. These terms are used in the statements
of the following cluster to describe how communication is used.

Entity identification, communication, and interaction. The sec-
ond cluster includes statements that stress entity identification, communica-
tion, and interaction explicitly. For example, J. S. Rellermeyer et al. define
IoT as follows:

The notion of an “Internet of Things” refers to the possibility of
endowing everyday objects with the ability to identify themselves,
communicate with other objects, and possibly compute. [53]

The statement of D. Miorandi et al. is more detailed:

[oT builds on three pillars, related to the ability of smart objects
to: (i) be identifiable (anything identifies itself), (ii) communicate
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(anything communicates) and (iii) interact (anything interacts)—
either among themselves, building networks of interconnected ob-
jects, or with end-users or other entities in the network. [54]

This cluster consists of four additional statements ([55, 56, 57, 58]). All
six definitions of this cluster enhance the aspects of the first cluster - com-
munication between physical entities - by explicitly stating that IoT not only
enables physical entities to communicate, but also to sense or interact with
each other, with the end-user, or with the environment. With this ability, it
is possible to define global goals for the whole system. As devices can inter-
act and identify themselves, they can come to an agreement and influence
their mode of operation in order to optimize the system with respect to the
global goals. The question arises whether this is a valid interpretation of IoT
as devices become more and more sophisticated and powerful.

Enabling technologies. The next cluster groups statements that focus
the description how current computing and communication technologies are
used as a basis for implementing [oT applications. J. Winter defines IoT
using a more technological view:

[oT relates to the integration of the physical world with the vir-
tual world — with any object having the potential to be con-
nected to the Internet via short-range wireless technologies, such
as radio frequency identification (RFID), near field communica-
tion (NFC), or wireless sensor networks (WSNs). This merging
of the physical and virtual worlds is intended to increase instru-
mentation, tracking, and measurement of both natural and social
processes. [59]

This cluster consists of eight additional statements that explicitly list the
underlying technologies on which IoT applications are based ([60, 61, 62,
63, 64, 4, 3, 65]). Typically mentioned technologies include RESTful ser-
vices, HTTP, JavaScript, APIs, RFID tags, mobile network, and NFC. This
raises the question of whether specific enabling technologies should rather
be avoided when defining IoT since they only reflect today’s state-of-the-art
and new application might require reworked technologies.

IoT as CPS. Interestingly, the last cluster contains statements that are
very similar to the statements that were found for CPS. The first represen-
tative statement from Bosch Software Innovations defines [oT as follows:

14



The physical essence of the Internet of Things (IoT) is billions
of connected devices providing data — in many cases in real-time
— and sending it back to businesses that can remotely and auto-
matically control this physical infrastructure. [66]

Another representative statement for this cluster is from Z. Shelby and
C. Bormann who state that IoT

encompasses all the embedded devices and networks that are na-
tively IP-enabled and Internet-connected, along with the Internet
services monitoring and controlling those devices. [67]

This cluster consists of twelve further statements that all exhibit many
similarities to statements about CPS ([7, 6, 8, 68, 69, 70, 71, 72, 73, 74,
75, 76]). These statements describe IoT as systems consisting of physi-
cal and virtual components where communication between machines and
the business IT takes place and the physical infrastructure is controlled
and adapted automatically. This cluster shows strong similarities to the state-
ments of CPS, that we analyze in the next section.

5. Identified Definitions of Cyber-Physical-Systems

This section presents the collected statements on CPS and addresses the
first research question for this term, whether CPS is clearly defined. Sim-
ilarly to the previous section, also for CPS, the use of the term is highly
variable in the research. Hence, we also need to analyze the different mean-
ings of the term and their context. We identified four clusters using the
literature review approach as described in Section 3: (i) integration of cyber
and physical world, (ii) integration of cyber and physical world with explicit
use of communication technologies, (iii) integration of cyber and physical
world with explicit use of sensors, and (iv) functions of CPS. Here, the first,
second, and third clusters are handled as distinct clusters. The statements
in the second cluster focus on communication as an important part of CPS.
The statements in the third cluster focus on sensors and name them explic-
itly, whereas sensors are not mentioned explicitly by statements in the first
and second clusters. Speaking of integration between the cyber and physical
world might remind the reader of embedded systems. An embedded system
is a special-purpose computing system integrated into a larger mechanical
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or electrical system. It is embedded as part of a complete device (often in-
cluding hardware and mechanical parts) and executes a dedicated function
such as monitoring or controlling equipment [77]. As will become more clear
in the following, important differences between CPS and embedded systems
exist. CPS are distributed systems that monitor, automate, and control com-
plex physical systems and processes as opposed to an encapsulated technical
system. Stated in a simplified manner, CPS can be seen as systems of sys-
tems where multiple embedded systems can be used as sub-systems within
the larger system supporting the integration of physical and cyber compo-
nents.Figure 7 provides an overview over the four clusters and the statements
that we discuss in the following for CPS.

(i) integration of cyber and
physical world

(iv) 1oT as CPS
[13]

AT 19111061 - (108]
/ (78] - [84] \
\ [9] - [12] /
(85] - [102] [103] - [105]

iii) integration of cyber and
[15] physical world with explicit
use of sensors

(ii) integration of cyber
and physical world with
communication technologies

Figure 7: Overviews of the clusters and statements for the discussion of CPS.

Integration of cyber and physical world. The first cluster groups
statements that stress the integration of the cyber and physical world as main
aspect of CPS. In the first statement from the National Science Foundation,
CPS are defined as

[...] engineered systems that are built from, and depend upon, the
seamless integration of computational algorithms and physical
components. [78]

The second statement from R. Baheti and H. Gill from the year 2011
defines CPS as follows:
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The term cyber-physical systems (CPS) refers to a new generation
of systems with integrated computational and physical capabili-
ties that can interact with humans through many new modalities.
[19]

This cluster includes five additional statements that define CPS in a simi-
lar way ([79, 80, 81, 82, 83, 84, 13, 14]). Computers monitor and control phys-
ical processes by means of computational algorithms and feedback loops. The
physical components in CPS refer to physical resources, machines, processes,
etc., whereas the cyber components consist of the mentioned computational
algorithms (as well as possibly involved communication mechanisms) that
control the physical components. For this purpose, the algorithms might rea-
son on monitored data using feedback loops. There is no explicit requirement
about where the algorithms are executed, that is, they could run locally on
the devices without the need for communication over a network. This does
not refer to the information exchange between, e.g., sensors and the com-
putation component within one physical resource, but the communication
between different physical resources using a network.

Integration of cyber and physical world with explicit use of com-
munication technologies. This cluster groups statements that are based
on the previous cluster but add explicitly the use of communication tech-
nologies, which can be seen in the following. The statement from R. Rajku-
mar et al. defines CPS as

physical and engineered systems whose operations are monitored,
coordinated, controlled and integrated by a computing and com-
munication core. [85]

The statement from K.-D. Kim and P. R. Kumar defines CPS as sys-
tems with computing, communication and control technologies while explic-
itly mentioning the goals of CPS.

CPSs refer to the next generation of engineered systems that re-
quire tight integration of computing, communication, and control
technologies to achieve stability, performance, reliability, robust-
ness, and efficiency in dealing with physical systems of many ap-
plication domains. [12]

The statement by E. A. Lee from the year 2008 defines CPS as follows:
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Cyber-Physical Systems are integrations of computation with phys-
ical processes. Embedded computers and networks monitor and
control the physical processes, usually with feedback loops where
physical processes affect computations and vice versa. [9]

This cluster includes 21 additional statements ([10, 86, 87, 11, 88, 89, 90,
91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 15]), which have in common
that communication is one important part in addition to the integration
of the cyber and physical world and the use of sensors. In this context,
communication means the exchange of information (e.g., monitoring data),
but also instructions what to do next or how to reconfigure the system. This
additional data enables smart decision making and more complex algorithms
in the cyber world to achieve stability, performance, reliability, robustness,
and efficiency of CPS. Until now, all statements had an intra-system view.
The system consists of cyber and physical parts as well as communication
capabilities.

Integration of cyber and physical world with explicit use of sen-
sors. The second cluster groups statements that include sensors explicitly
as inherent part of a CPS. The integration of the cyber and physical world is
assumed as a basis. This means that all statements in this cluster could also
be assigned to be part of the first cluster, that is, this cluster can be seen
as a subset of the first cluster. A representative statement for this cluster is
written by M. Adhikari et al. in the year 2015. They define CPS as follows:

Cyber-physical systems (CPS) interconnect the cyber world and
the physical world by embedding sensors and computational nodes.
103]

The cluster includes two additional statements besides the mentioned
one ([104, 105]), which rely on the integration of the cyber and the physical
world, but add sensors as an important component for the realization of CPS.
When monitoring with sensors, additional data can be gathered. However,
the statements in this cluster do not mention how this monitoring data is
used. They neither specify what is done with the data nor whether the data
is used at all. The statements of the next cluster address this question.

Functions of CPS. The fourth cluster of statements deals with state-
ments from another point of view. These statements see CPS from outside
the system and describe them in a more general way. The statement from

IBM defines CPS as follows:
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Cyber-physical systems, or CPS for short, are sophisticated com-
puter devices that work together to perform functions, control
physical elements, and respond to human control. [106]

They see CPS as computing devices that work together, control and in-
fluence the physical world using actors, and react to information from the
physical world. Together with two further statements ([107, 108]), this state-
ment forms a separate cluster. All three statements see CPS as encapsulated
systems (where functions or tasks are executed) that control physical systems
and processes.

6. Delineation of CPS and IoT

During our literature search and analysis, we identified that the terms
CPS and IoT are often used interchangeably for similar meanings. Obviously,
this fuzziness contradicts the accurate scientific work. Hence, we want to
investigate further the differences between both concepts. The presented
clusters of statements show a tendency towards the control and influence
of the cyber world on the physical world. This property is missing when
looking at most of the [oT statements. So the question arises whether this
is one of the important properties that distinguish CPS from IoT? Which
further possible differences and which similarities between the two terms can
be identified?

We now present a more in-depth analysis of the statements on IoT and
CPS by examining how often various words are used when speaking about
these terms. We address the second research question: What is the common
interpretation of the terms, and can this be used to propose refined defini-
tions? This question is answered by summarizing the important properties
that were identified during the clustering process and discussing how they
are reflected in IoT and CPS statements. However, the reasons why exactly
these properties are used in the statements identified during the literature
review are not examined. Furthermore, we propose new refined definitions
for IoT and CPS that reflect the core intuition of the terms as the literature
review identified as practical usage. Here, we aim for a clear delineation of
the two terms. Finally, we discuss the proposed definitions using several use
cases to demonstrate the distinction between the two terms.
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Table 1: Identified synonym groups extracted from all statements with one representative
which is used in the automated statement analysis.

Representative Group of terms

actuate act, actor, actuator, execute

autonomous automatically, self-*

communication communicate, intranet, IP, network, transfer

compute computation, computational

control -

cyber virtual

entity component, device, item, node, object, part, resource,
system, thing

environment -

identify address, barcode, identifiable, NFC, RFID, tag

integration convergence, depend

interaction cooperate, interact, interoperate, together

interconnection connect, connection, connectivity, interconnectedness,
interoperability, interoperable, machine-to-machine

Internet -

monitor collect, sensor

physical real

process computer, dataprocessing, processor

software algorithm, code, function

6.1. Statement Analysis

As a first step, the words used in the statements are analyzed. To this
end, we read a csv-file into R. Each row in this file contains a statement with
its reference and with information about whether it defines IoT or CPS and
its origin (academic or industry). Then, we cleaned each statement, repre-
sented by a string, by removing punctuation, numbers, and non-words with
string functions, and setting all words to lowercase. Afterwards, we use a
lexicon for stemming? to reduce each word to its stem. After stemming, we
remove prepositions, articles, pronouns, etc. The remaining words are essen-
tial and descriptive. These words are then grouped to find words with similar
meaning. This grouping is based on a lexical analysis of each word done by

’http://www.lexiconista.com/Datasets/lemmatization-en.zip
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four authors of the paper independent of each other. Differing understand-
ings were discussed and a common understanding was built. Table 1 presents
the identified term groups that are considered synonyms and represented by
a single term for the coding-based statement analysis. The terms of a group
are extracted from all statements, and this set has no claim to be complete.
Then, the occurrences of the grouped words are counted in all statements of
each type (i.e., CPS or IoT, academic or industry) and the proportion of all
statements of the respective type is computed.

Finally, Figure 8 presents an overview of the most frequent and important
words. The words from statements on CPS are plotted as red dots, the ones
from statements on IoT as blue triangles. As an example, a red dot in the
industry area and a value of 0.50 means that the respective word appears in
50% of the CPS statements extracted from industrial sources.

An analysis of Figure 8 shows similarities but also contradicting results
when comparing words used to describe IoT and CPS. Note that an overview
of all representative words can be found in Table 1. In the following, the
most important findings are discussed. The first important representative
word for IoT with a frequency of nearly 100% is entity. It is very frequent for
IoT statements but also occurs in statements on CPS in about 75% of the
cases. Other words that are grouped under entity are: component, device,
item, node, object, part, resource, system, and thing. Another frequent word
for 10T is environment, as it only appears in IoT statements. However, its
frequency is between 10% and 15% for both areas. The next word when
defining IoT is identify. Alternative words, also grouped under identify, are:
address, barcode, identifiable, NFC, RFID, and tag. Identify appears in the
academic area only in [oT statements and is nearly twice as frequent as in
CPS statements in the industry area. Interaction is another frequent word
with a frequency of more than 40% in the academic area. In contrast, for
CPS statements it is only used in 15-30% of the statements and is not as
frequent. Other words grouped under interaction are: cooperate, interact,
interoperate, and together. Finally, interconnection is an often used word for
[oT as it appears in about 40% of all statements for IoT, but only in around
10% of CPS statements. Alternative words include: connect, connection,
connectivity, interconnectedness, interoperability, interoperable, and machine-
to-machine. These findings are in line with the identified characteristics of
[oT during the clustering process. The clusters found in the analysis cover
these terms and support this finding. To actuate, to identify and interaction
were important terms in the statements on IoT, while they had a subordinate
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role in the statements on CPS.
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Figure 8: Frequency of words used in statements on IoT and CPS.

When looking at the frequencies of words in CPS statements, compute
is one of the first outstanding terms. It has a frequency of around 60% in
the academic area and does not appear in IoT statements. Similar behavior
can be seen in the industry area, where its frequency is twice as high for
statements on CPS. Alternative words for compute are: computation and
computational. The next word control does not appear in statements on IoT
at all and has a frequency of about 40% for CPS in both the academic and in-
dustry area. Physical is the next word from CPS statements that stands out.
The alternative word real is also grouped together with it. Physical appears
twice as frequent in CPS statements as in [oT statements. And finally, pro-
cess (to which computer, data processing, and processor are grouped) appears
in the academic area only in CPS statements and appears in the industry
area more often in CPS statements than in IoT statements. As seen for the
[oT statements, the important words for CPS statements that are less im-
portant in IoT statements go in line with the clusters identified during our
literature review.

However, there are also some commonalities for CPS and IoT statements.
The first important word that appears in both statements nearly equally often
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is communication. The words communicate, intranet, IP, network, and trans-
fer are grouped under communication. Entity also appears in statements on
both terms and is therefore an essential word for both terms, even if it oc-
curs in nearly every statement on IoT and in comparison only around 80%
of CPS statements. A word that appears less frequently but is seen in IoT
and CPS statements nearly equally often is integration. Alternative words
for integration include: convergence and depend. Finally, the word monitor,
under which also collect and sensor are grouped, appears in about 30% of
the statements on both terms. The identified commonalities between CPS
and [oT statements go in line with the identified clusters as communication,
entity, integration, and monitor play an important role in the statements for
[oT as well as for CPS.

To investigate how the words from Figure 8 are used in different domains,
we analyze their frequency across these domains in Figure 9. For example,
the pink rhombus in the CPS panel for the word entity with a value of 50%
means that half of the statements from the domain production & manufac-
turing contain this word. Please note that we have omitted statements that
occur only once per domain in CPS or IoT. While for IoT, almost all terms
across all domains are below 50%, CPS is more consistent (i.e., the terms
range between 25% and 75%). The highest degree of similarity of defini-
tions is found for CPS in the domains economics & logistics and electronics
engineering. In contrast, the lowest level of agreement for IoT is found in
the domain of computer science. In summary, the domains are quite divided
on the definition of CPS and IoT, making a unified definition even more
important.

7. Developing a common understanding of IoT and CPS

After comparing the most frequent words used in statements on IoT and
CPS, we now analyze which important terms capture the essence of each
concept. This helps to better distinguish the concepts and to derive a more
precise definition. These terms are derived from the discussion of the clusters
and the analysis of word frequencies. So, not all terms discussed in the fol-
lowing occur in Figure 8. We now explain the terms and clarify their usage
in the statements. Table 2 summarizes whether the respective terms should
be used in a refined definition for IoT and/or CPS. Section 7.1 proposes
new refined definitions for both terms reflecting the core intuition of the
terms. Those definitions reflect the results of our literature study and analy-
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Figure 9: Frequency of words used in statements on IoT and CPS across different domains.

sis. Section 7.2 presents the relation of IoT and CPS to the terms Information
Technology (IT) and Information and Communication Technology (ICT) for
better differentiating those concepts. Section 7.3 discusses the usage of the
new definitions based on three typical use cases for the terms. This helps
to show the interplay of IoT and CPS in real and relevant scenarios. Fi-
nally, Section 7.4 delineates IoT and CPS from other related terms such as
Industry 4.0, Industrial Internet, and Pervasive and Ubiquitous Computing.

Communication via a network. The first term we identified is com-
munication via a network. It implies that any type of data can be transferred
via a network. This could be monitoring data or data used for identification
or triggering actions. The communication takes place over the Internet or any
other network. This property can be found in most statements for both CPS
and IoT, and therefore, it should be explicitly stated in a refined definition
of these terms.

Integration of virtual and physical world. The second term we
identified is the integration of the virtual and the physical world. This means
that the monitored data from the physical world is transferred to the virtual
world. In the virtual world, it is used to analyze the system and eventually
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plan corresponding actions to optimize the physical system. This term is
only used in the CPS context as, the analyzed IoT statements do not cover
this aspect.

Computation / process. Our analysis of the definitions shows that the
terms computation and process are very important for CPS. These terms
mean that normally a more complex algorithm is applied on the monitored
data. The algorithm evaluates the system states and analyzes possible actions
to improve the performance of the system. These terms are the main part of
the virtual component in CPS statements and, hence, they play an important
role in the differentiation between IoT and CPS. Accordingly, they should
be included in a refined CPS definition. In contrast, a refined IoT definition
should not include these terms as, according to the analyzed statements,
complex computations are not necessarily applied in IoT use cases.

Control. Control is the logical consequence of the terms computation
and process. The control of the physical system is required to realize the
recommended actions determined as part of the computation and process
activities. Here, these actions are sent to the physical system and it adapts
according to the received instructions. With this, the virtual component
controls the physical component. Similarly to the terms computation and
process, the term control is only found in CPS statements and, hence, we
will only use it in our refined CPS definition.

Identification / interaction. The next terms are identification and
interaction. Identification means that the entities can identify themselves
against other entities or a central unit. While identification is an action of
the entity that sends information to other entities, interaction is a bidirec-
tional action. Here, information is sent from one entity to another and back.
This means that the entities can exchange information about their state and
cooperate to achieve a global goal. In IoT, identification and interaction
are fundamental terms and should be included in the definition. In CPS
statements, the identification and interaction are not stated explicitly, but
are in general assumed implicitly, as these functionalities are required for
communication via a network.

Environment. The environment is a very important term in IoT state-
ments. Authors describe with environment that the systems not only interact
with each other but also with the surroundings of the system, e.g., the user.
This means that the entities can sense the environment and can act accord-
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ing to the gathered data. As the environment plays an important role in
[oT statements, it should be included in the refined definition. In contrast,
when looking at the CPS statements, the environment is not stated explicitly
and therefore, this term should not be mentioned explicitly in the proposed
definition.

Table 2: Important terms for definitions of IoT and CPS.

Term IoT | CPS
communication via a network Yes | Yes
integration of virtual and physical world | No | Yes
computation / process No | Yes
control No | Yes
identification / interaction Yes | No
environment Yes | No

7.1. Refined Definitions of IoT and CPS

Now that we analyzed the key terms that capture the essential features
of ToT and CPS, we propose new refined definitions for IoT and CPS that
reflect the core intuition of the terms as seen in their statements provided by
researchers from academia and industry. We aim for a clear demarcation of
the two terms.

IoT. The Internet of Things (IoT) consists of physical entities (things)
that were not necessarily intended for communication with each other and
with the environment. In loT, these things are able to identify themselves,
communicate, and interact via a network, based on Internet technologies.
They can act depending on external triggers or local logic.

CPS. CPS are systems consisting of tightly integrated physical and cyber
components interconnected through one or more networks. The cyber com-
ponents consist of computing and communication facilities (local or remote,
e.g., embedded systems or cloud services) used for monitoring, automating
and controlling physical systems and processes. CPS are normally based on
complex feedback and control loops, where the physical components affect the
cyber components and vice versa.
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7.2. Delineation of IoT and CPS from Information Technology and Informa-
tion and Communication Technology

After the presentation of the refined definitions for IoT and CPS in the
previous section, we now present the relation to the historically older terms
IT and ICT. Figure 10 visualizes the development of IoT and CPS with
regards to their technical basis terms I'T and ICT.

The oldest concept is Information Technology (IT). IT is based on the
use of general purpose computing systems and includes anything related to
computing technology®. Besides others, this includes hardware and embed-
ded systems, software, networking, or the Internet. So, IT is the basis for all
computing systems and technologies that were developed later.

The invention of the network technology (and first prototypes of the In-
ternet) created a new category of computing systems: ICT. In addition to
the technology on which IT is referred, ICT adds the possibility to access
information via telecommunication and is focused on communication tech-
nologies. The Internet, wireless networks, and mobile phones are used in this
area.

[oT is developed using both technologies as basis and starts connecting
physical entities that were not intended for communication with each other
and the environment. Additional sensors and actuators enable them to sense
their environment and act accordingly. These entities can identify themselves
and interact with each other. As also used by I'T and ICT, the communication
is based on Internet technology.

Finally, according to our analysis of the use of the terms IoT and CPS,
one can conclude that CPS is based on IoT. It refers to the integration of
computing, communication, and control of physical systems and processes.
It integrates feedback and control loops to enable the physical components
to affect the cyber components and vice versa. According to our analysis,
another important property of CPS is the ability to automate the complete
process in which they are deployed.

7.8. Use Case Discussion

In the following, the proposed definitions of IoT and CPS are discussed by
considering typical use cases for [oT and CPS that are available in literature
to illustrate that IoT and CPS inherently belong together and cannot always

Shttps://techterms.com/definition/it accessed: October 2022
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Figure 10: Visualization of the technological development from IT to CPS.

be clearly distinguished. Further, the use cases show how the new definitions
help to better understand the type of technical support delivered by IoT and
CPS within many different use case scenarios. We look at three use cases:
one that can be classified as IoT, one as CPS, and one where the classification
is not as clear as in the other use cases.

An example of a system that is classified as [oT, regarding the introduced
definitions, is the smart home. Smart devices at home, such as heating or
shutters, can be seen as [oT devices, as they are distributed entities that were
not built originally with the intention to communicate. In a smart home, such
devices can now communicate via a network, identify themselves, and inter-
act with the environment. They may also have built-in sensors that monitor
the environment. Based on instructions received from users (e.g., the resi-
dents of the house), the monitoring information can be used in a local logic
to control, e.g., the temperature in a room or the solar irradiation. So, the
important aspects for IoT - communication via a network, identification /
interaction, and monitoring of the environment - are satisfied, and therefore,
the system can be classified as [oT. With regards to the proposed definitions
in this paper, smart home cannot be classified as CPS, as there are no com-
plex feedback and control loops where physical components affect the cyber
components and vice versa.

An example that is classified as CPS, regarding the introduced definitions,
is a multi-purpose assembly robot. This intelligent robot may be used in
a production line where it receives working pieces from previous robots or
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machines. The robot is equipped with different sensors, for example, an
optical sensor used to identify the work piece. The robot communicates with
the central station, for example, via an intranet, and requests the tasks for
every identified work piece. The central station uses the received information
and knowledge of the work piece to calculate the next tasks and sends them to
the robot. The robot receives the tasks, executes them with its multi-purpose
tools and sends feedback about its state and the state of the processed work
piece to the central station. If the central station decides that the tasks
are executed correctly, it transfers a command to send the work piece to the
next machine. This system, including both the robot and the central station,
can be classified as CPS, as it exhibits all important properties discussed
earlier. The robot communicates with the central station via a network;
it integrates the virtual and the physical world, as computation is run on
the central station and used to control the robot. According to the above
proposed definitions this example is not only an IoT system, as it integrates
the cyber and virtual components and uses complex feedback loops and logic
to determine the next tasks.

One example that cannot be classified clearly as CPS or 0T can be found
in the domain of intelligent transportation systems. Connected vehicles ex-
change information, such as environmental conditions or the traffic status.
However, the vehicles do not necessarily autonomously react on such infor-
mation, hence, it is part of the IoT. Still, the car can identify itself against
other cars and can monitor and interact with the environment. Contrary,
the self-driving car can drive on its own. Such a car is composed of several
physical entities that monitor the current states and send them to a central
control unit in the car. Information exchange through direct communication
with other vehicles is optional. The control unit computes and processes
this data and controls, e.g., the breaking and steering behavior. Therefore,
a connection between the virtual and the physical world is present and the
vehicle actively controls this connection. Based on this view, the self-driving
car can be classified as CPS. As we have seen in the example of intelligent
transportation systems the functionalities of a system must be analyzed in
detail to decide whether it is part of the IoT or can be classified as CPS.

7.4. Delineation of Related Terms

In the previous sections, we used the results of our literature review to
derive refined definitions for CPS and IoT, capturing the core elements of
these terms as they are used in practice. In this section, we extend the
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analysis to the other terms mentioned in the beginning of the paper: Industry
4.0, Industrial Internet, Pervasive Computing, and Ubiquitous Computing.
The following discussion addresses the third research question from Section 1
on how to distinguish the terms from each other.

Industry 4.0 and Industrial Internet. The German ”Plattform In-
dustrie 4.0” supported by the German government defines Industry 4.0 as
follows:

Industry 4.0 refers to the intelligent networking of machines and
processes in the industry with the aid of information and com-
munication technology. [109]

Similar to the definition of Industry 4.0, A.-R. Sadeghi et al. define the
Industrial Internet as:

Industrial Internet means to integrate more sophisticated elec-
tronics into production systems, interconnect them, and to inte-
grate into conventional business IT system. [110]

The above definitions are quite similar as they both stress the intercon-
nection of physical machines and production processes in industry. The inter-
connectivity allows to improve communication in both directions, from ma-
chines to automation systems and vice versa. Based on this, Cyber-physical
Production Systems (CPPS) [10] have emerged as a special type of CPS. In
the context of CPPS, special focus is given to digital twins, which are the
virtual representations of objects in the physical world. The digital twins
are necessary to enable advanced automation and control of machines and
production processes.

The concepts Industry 4.0 and Industrial Internet integrate most of the
properties present in our refined definitions for CPS and IoT. However,
Industry 4.0 applies the concepts of CPS and IoT in a production system
context [21]. It introduces adaptive factoring approaches where, e.g., the
product defines its next steps in the factoring process. The Industrial In-
ternet, on the other hand, is mainly the application of IoT and CPS in an
industrial context as the self-management of machines seems to play a less
prominent role.

Pervasive and Ubiquitous Computing. As mentioned in Section 2,
based on a literature review, D. Ronzani concluded that Ubiquitous Com-
puting is typically used in the sense of anywhere and at any time, whereas
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Pervasive Computing is used more in the sense of networking. Similarly,
I. Horvath et al. distinguish the two terms as follows:

[Ubiquitous Computing] is used when the emphasis is put on the
opportunity of humans to have access to computing and to use
multiple computing devices from anywhere, any time, and in any
form, also nomadically, while [Pervasive Computing] is used to
express that computing is (invisibly) embedded in everything in
an all-embracing connectivity. [111]

All statements and definitions presented in this paper have several char-
acteristics in common. First of all, the traditional computer is no longer
considered as the only device for computation. The computer vanishes and
computation takes place on entities that are not recognizable as traditional
computers. Second, the omnipresence of these entities leads to an omnipres-
ence of computation / computing. Lastly, especially in the context of Perva-
sive Computing, these entities are connected with each other but also with
humans.

Taking these considerations into account, we can observe different charac-
teristics of our refined definitions for CPS and IoT in the domain of Pervasive
and Ubiquitous Computing.

The integration of computation into entities represents the computation
aspect of CPS. These entities might perform extensive computations to en-
able a smooth user experience in changing environments through adaptation,
which renders them similar to CPS according to our definition.

The required context-awareness implies a model of the environment and
the system resources. On the other hand, some use cases — such as smart peer
groups — integrate various connected things with limited computing power.
As these things perform simple computations (basic reaction on events), they
better fit our IoT definition. In general, Pervasive and Ubiquitous Comput-
ing neither belong to IoT or CPS, nor the other way round. One can say,
that pervasive or ubiquitous systems are composed of interconnected and in-
teracting entities and therefore, IoT can be seen as enabling technology for
these terms.

8. Threats to Validity

We applied a literature review as recommended by Webster and Wat-
son. We analyzed the collected statements on IoT and CPS and carefully
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formulated refined definitions based on the practical usage of these terms.
Nonetheless, the results may be slightly biased due to the manual steps of
our methodology. For example, the grouping of words and the clustering
process might introduce a subjective bias of the researchers. However, we
try to minimize the risk of such effects as always several researches confirmed
the grouping of words. In addition, there could be a slight bias towards pub-
lications from Germany as we only considered sources in English or German
language. As the statements extracted from web pages did not pass a re-
view process, these might be biased towards the web page editors. We are
aware of the fact that some formulations allow different interpretations and
the actual meaning of the statements as intended by their authors cannot be
verified. Additionally, it might be feasible that statements have a domain-
specific meaning. We did not include the specifics of the domain from which
a statement roots, as we focused on a cross-case analysis. This might be an
interesting aspect for future work. Finally, given that there are many dif-
ferent perspectives on the terms, what appears to be a contradiction might
simply be a different view on the same concept, in some cases.

As a proceeding step, it might be feasible to perform a validating survey
with employees in industry to analyze their accordance with the derived
definitions. This might also offer the chance for a domain-specific analysis of
the found statements and the derived definitions.

9. Conclusion

In the past three decades, many concepts such as CPS, IoT, Indus-
try 4.0, Industrial Internet, Pervasive Computing, and Ubiquitous Comput-
ing emerged and became highly-used buzzwords. However, often these terms
are either used interchangeably or used in an inconsistent and contradicting
manner. So, the question arises whether the existence of all these terms is
justified. In this paper, we looked at the origin of these concepts and dis-
cussed their initial intention as well as their practical use today. We then
focused on IoT and CPS for which we did a literature review extracting 98
statements on these terms. The statements were classified into four clusters
for IoT statements and four clusters for CPS statements. We identified the
most important terms for defining both concepts and proposed two refined
definitions reflecting the core intuition of the terms as found in the literature
while providing a clear delineation.
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The basis for both concepts is the communication via a network. In
[0oT, the communicating entities can identify themselves and interact with
each other and with the environment. The most critical difference between
[oT and CPS is that CPS assume the integration of the cyber and physical
world. This means that the cyber components of the system analyze the data
monitored from the physical components by using complex algorithms. The
results of the algorithms are actions to control and optimize the behavior of
the physical entities. We illustrated this understanding of CPS and IoT by
presenting several use cases where a clear classification can be done and one
use case where the classification depends on the system model. Finally, we
returned to the terms Industry 4.0, Industrial Internet, Pervasive Comput-
ing, and Ubiquitous Computing and differentiated them from the concepts
of IoT and CPS. In this paper, we focused on [oT and CPS and showed that
the terms are sometimes used interchangeably. With our revised definitions,
based on the literature review results, we try to distinguish the concepts bet-
ter as understood by most definitions. Widening the scope by also integrating
the other terms — Industry 4.0, Industrial Internet, Pervasive Computing,
and Ubiquitous Computing — will be part of future work.

As future work, it might be interesting to perform a validating study with
employees from industry to analyze their understanding of IoT and CPS in
more detail. Further, this could validate our results or sharpen them.

Appendix A. Extracted and Analyzed Statements

The following Table A.3 shows all statements that have been extracted
and analyzed during the literature review.

Table A.3: Found and identified 108 statements.

Source Statement

[108] ”CPS are systems with embedded software as part of, e.g., manufactur-
ing facilities but can also comprise buildings and devices, which collect
physical data by means of sensors and influence physical processes with
actors.”

[9] ”Cyber-Physical Systems are integrations of computation with physical
processes. Embedded computers and networks monitor and control the
physical processes, usually with feedback loops where physical processes
affect computations and vice versa.”
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[94]
[104]
[32]

[93]

[81]

[92]

[91]

[39]

[95]

[103]

”Cyber-physical systems (CPS) are physical and engineered systems
whose operations are monitored, coordinated, controlled and integrated
by a computing and communication core.”

”Cyber-Physical Systems (CPS) are systems of collaborating computa-
tional entities which are in intensive connection with the surrounding
physical world and its on-going processes, providing and using, at the
same time, data-accessing and data-processing services available on the
internet.”

”Cyber physical systems combine computing and networking power with
physical components.”

”[...] in cyber-physical systems, sensors and actuators in technical de-
vices are in charge of fusing the physical world with the virtual world.”

”A cyber-physical system is a system that combines physical and com-
puter or cyber components.”

”Cyber-physical systems (CPS) are engineering systems that integrate
computational, communication, and control elements with the physical
dynamics of the system.”

”Systems where the physical subsystem is tightly integrated with the cy-
ber subsystem are usually referred to as cyber-physical systems (CPS).”
”[...] cyber-physical systems (CPS) integrate cyber parts (the computer
or computers in the system), physical parts [...], and various other inter-
facing and connecting components (sensors, actuators, networks).”

”[...] These are systems that still interact with the physical world and
perform specific tasks, as embedded systems do, but are much more ver-
satile and powerful in terms of processing capabilities. Cyber-physical
systems are able to communicate within an intranet, but are not neces-
sarily connected to the Internet.”

”[...] a cyber-physical system is typically designed as a network of phys-
ically distributed embedded sensor and actuator devices equipped with
computing and communicating capabilities to process and react to stim-
uli from the physical world and make decisions that also impact the
physical world.”

”The primary concept of cyber-physical systems is to integrate comput-
ing (sensing, analyzing, predicting, understanding), communication (in-
teraction, intervene, interface management), and control (inter-operate,
evolve, evidence-based certification) together to make intelligent and au-
tonomous systems.”

”A cyber-physical system integrates computing, communication, and
storage capabilities along with monitoring and controlling the entities
of the physical world.”

”Cyber-physical systems (CPS) interconnect the cyber world and the
physical world by embedding sensors and computational nodes.”
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[105]

[19]

[56]

[113]

[35]

”Cyber Physical Systems (CPS) are fusion of cyber world and physical
world.”

”Cyber Physical Systems are large scaled, closely integrated and resource
constrained, collection of distributed cyber and physical systems respec-
tively. In CPS, the physical systems and its processes are monitored, co-
ordinated and controlled by the computation and communication cores.”

”CPS can be characterised as a thematic subject as opposed to a disci-
plinary topic.”

”Cyber-Physical Systems (CPS) integrate computing and communica-
tion capabilities with monitoring and control of entities in the physical
world.”

”Cyber-Physical Systems are a next-generation networkconnected collec-
tion of loosely coupled distributed cyber systems and physical systems
monitored /controlled by user defined semantic laws.”

”Cyber Physical systems integrate physical processes, computational re-
sources, and communication capabilities.”

”CPSs refer to the next generation of engineered systems that require
tight integration of computing, communication, and control technologies
to achieve stability, performance, reliability, robustness, and efficiency in
dealing with physical systems of many application domains.”

”CPS is envisioned to be a heterogeneous system of systems, which con-
sists of computing devices and embedded systems including distributed
sensors and actuators.”

"The term cyber-physical systems (CPS) refers to a new generation of
systems with integrated computational and physical capabilities that can
interact with humans through many new modalities.”

”The basic idea of this concept is the pervasive presence around us of
a variety of things or objects — such as Radio-Frequency IDentification
(RFID) tags, sensors, actuators, mobile phones, etc. — which, through
unique addressing schemes, are able to interact with each other and
cooperate with their neighbors to reach common goals.”

” A world where physical objects are seamlessly integrated into the in-
formation network, and where the physical objects can become active
participants in business processes. Services are available to interact with
these ’smart objects’ over the Internet, query their state and any infor-
mation associated with them, taking into account security and privacy
issues.”

"’Internet of Things (IoT)’ is all about physical items talking to each
other, machine-to-machine communications and person-to-computer

N

communications will be extended to ’things’.
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[54]

[36]

[68]

"Internet of Things (IoT) is an integrated part of Future Internet and
could be defined as a dynamic global network infrastructure with self con-
figuring capabilities based on standard and interoperable communication
protocols where physical and virtual “things” have identities, physical
attributes, and virtual personalities and use intelligent interfaces, and
are seamlessly integrated into the information network.”

"The Internet of Things is regarded as the third wave of information
technology after Internet and mobile communication network, which is
characterized by more thorough sense and measure, more comprehensive
interoperability and intelligence.”

”Interconnection of sensing and actuating devices providing the ability to
share information across platforms through a unified framework, devel-
oping a common operating picture for enabling innovative applications.”

"The Internet of Things (IoT), also called the Internet of Everything or
the Industrial Internet, is a new technology paradigm envisioned as a
global network of machines and devices capable of interacting with each
other.”

"The Internet of Things refers to a virtual representation of a broad
variety of objects on the Internet and their integration into Internet or
Web based systems and services. Based on interaction and communica-
tion interfaces such as RFID, NFC, barcodes or 2D codes they expose
information, features and functionalities which can be integrated into
systems and services.”

”The Internet of Things is a concept in which the virtual world of infor-
mation technology integrates seamlessly with the real world of things.”

"IoT builds on three pillars, related to the ability of smart objects to: (i)
be identifiable (anything identifies itself), (ii) to communicate (anything
communicates) and (iii) to interact (anything interacts)— either among
themselves, building networks of interconnected objects, or with end-
users or other entities in the network.”

” A thing, in the Internet of Things, can be a person with a heart monitor
implant, a farm animal with a biochip transponder, an automobile that
has built-in sensors to alert the driver when tire pressure is low — or any
other natural or man-made object that can be assigned an IP address
and provided with the ability to transfer data over a network.”

”The term ’internet of things’ describes the increasing interconnected-
ness of intelligent objects among each other as well as to the internet.
Various objects, everyday objects or machines are equipped with pro-
cesssors and embedded sensors, to have the ability to communicate with
each other via the IP network.”
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[87]

[79]

[101]

"The physical essence of the Internet of Things (IoT) is billions of con-
nected devices providing data — in many cases in real-time — and sending
it back to businesses that can remotely and automatically control this
physical infrastructure.”

”The internet of things is a network of physical entities - vehicles, ma-
chines, home appliances or other items - that are, equipped with sensors
and APIs, connected to the internet and exchange data.”

”Cyber-physical systems (CPS) are engineered systems that are built
from, and depend upon, the seamless integration of computational algo-
rithms and physical components.”

"The Internet of Things (IoT) is a term coined by Kevin Ashton,
a British technology pioneer working on radio-frequency identification
(RFID) who conceived a system of ubiquitous sensors connecting the
physical world to the Internet.”

”The Internet of Things (IoT) is a robust network of devices, all embed-
ded with electronics, software, and sensors that enable them to exchange
and analyze data. The IoT has been transforming the way we live for
nearly two decades, paving the way for responsive solutions, innovative
products, efficient manufacturing, and ultimately, amazing new ways to
do business.”

” A ’thing’ is any object with embedded electronics that can transfer data
over a network — without any human interaction.”

”The internet of things offers new possibilities for improving efficiency,
customer relationship and development of new business opportunities
using better insights at the intelligent edge.”

”While the early focus of IoT has been on consumer-driven use cases
such as internet gadgets, smartwatches, and connected cars, enterprise
verticals such as manufacturing, transportation and logistics, healthcare,
and utilities will see a bigger and faster return on investment from IoT.”

”Cyber-physical systems are systems, where data processing, software
and mechanical components are interconnected, and data transfer, data
exchange as well as monitoring and control are executed via a network,
e.g. the internet, in real-time.”

”Cyber-physical systems are the technological basis for many innova-
tions. They combine IT with the physical world and play an ever more
important role in areas such as automotive, avionics, transport, energy,
production, health, infrastructure, and entertainment.”

”Based on the concept of Internet of things describe cyber physical sys-
tems (CPS) the coupling of physical, biological and or structurally en-
gineered components, that are integrated, monitored and or controlled
using a processing unit.”
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[36]

[106]

[121]

[107]

[100]

[122]

[123]

[98]

[38]

”Cyber-physical systems, are the interaction of local information, data
processing and large systems that asses this information. This is used
as a basis to execute tasks efficiently, self-sufficiently and autonomous:
control, regulation, monitoring, communication or signal processing.”

”Cyber-physical systems, or CPS for short, are sophisticated computer
devices that work together to perform functions, control physical ele-
ments, and respond to human control.”

”Cyber-physical systems will bring advances in personalized health care,
emergency response, traffic flow management, and electric power gener-
ation and delivery, as well as in many other areas now just being envi-
sioned.”

"Robots and other complex cyber-physical systems (CPS) sense, process,
and react to information from the physical world.”

”Cyber-physical systems represent the connection of physical and data
processing point of view and arise by a complex interaction of embed-
ded systems, application systems and infrastructures via the internet of
things based on their interconnectedness, integration, human-machine-
interaction in application processes and communication channels.”

”Cyber-physical systems can be identified by their connection of real
world (physical) entities and processes with data processing (virtual)
objects and processes via open, partly global and always interconnected
information networks.”

”Cyber-Physical Systems (CPS) are integrations of computation with
physical processes. Embedded computers and networks monitor and
control the physical processes, usually with feedback loops where physi-
cal processes affect computations and vice versa.”

” Cyber-physical systems (CPS) are systems with embedded software and
electronic systems, that are connected to the outside world through sen-
sors and actuators (machine actuators). Increasingly, they are intercon-
nected and connected to the internet. With the use of sensors, these
systems process data from the physical (natural) world and make them
available for network based services, that can influence processes of the
physical world directly through their actuators.”

”Cyber-physical systems, often shortened CPS, consist of mechanical
components, software and modern communication technology. complex
infrastructures can be controlled, managed and monitored using the in-
terconnection of single components through networks, e.g. the internet.
The exchange of informations of the interconnected entities and systems
can be realized in real-time wireless or tethered.”

”The interconnection via the Internet of computing devices embedded
in everyday objects, enabling them to send and receive data.”
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[49]

[124]

[73]

[41]

[42]

[125]

"[...] a network of everyday devices, appliances, and other objects
equipped with computer chips and sensors that can collect and transmit
data through the Internet.”

”[..] a network of objects that are fitted with microchips and connected
to the internet, enabling them to interact with each other and to be
controlled remotely.”

”[...] connections between objects of all kinds via the internet that
enable them to communicate with people and with each other.”

”CPSs are defined as the systems that offer integrations of computation,
networking, and physical processes [2]— [3] [4] [5] or, in other words, as the
systems where physical and software components are deeply intertwined,
each operating on different spatial and temporal scales, exhibiting mul-
tiple and distinct behavioral modalities, and interacting with each other
in a myriad of ways that change with context [6].”

”The Internet of Things links the objects of the real world with the
virtual world, thus enabling anytime, any place connectivity for anything
and not only for anyone. It refers to a world where physical objects and
beings, as well as virtual data and environments, all interact with each
other in the same space and time.”

”The basic idea is that ToT will connect objects around us (electronic,
electrical, non electrical) to provide seamless communication and con-
textual services provided by them. Development of RFID tags, sensors,
actuators, mobile phones make it possible to materialize IoT which inter-
act and co-operate each other to make the service better and accessible
anytime, from anywhere.”

”The Internet of Things represents a vision in which the Internet ex-
tends into the real world embracing everyday objects. Physical items
are no longer disconnected from the virtual world, but can be controlled
remotely and can act as physical access points to Internet services.”

”ToT can be understood as an enabling framework for the interaction
between a bundle of heterogeneous objects and also as a convergence of
technologies.”

"It means that any physical thing can become a computer that is con-
nected to the Internet and to other things. IoT is formed by numerous
different connections between PCs, human to human, human to thing
and between things. This creates a self-configuring network that is much
more complex and dynamic than the conventional Internet. Data about
things is collected and processed with very small computers (mostly
RFID tags) that are connected to more powerful computers through
networks.”

”ToT is simply the point in time when more ’'things or objects’ were
connected to the Internet than people.”
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[126]

[127]

[59]

”The notion of an 'Internet of Things’ refers to the possibility of endow-
ing everyday objects with the ability to identify themselves, communi-
cate with other ob-jects, and possibly compute.”

”The Internet of Things refers to a virtual representation of a broad
variety of objects on the Internet and their integration into Internet or
Web based systems and services. Based on interaction and commuica-
tion interfaces such as RFID, NFC, barcodes or 2D codes they expose
information, features and functionalities which can be integrated into
systems and services.”

” An ’internet of things’ describes a world embedded with so many digital
devices that the space between them consists not of dark circuitry but
rather the space of the city itself. The computer has escaped the box,
and ordinary objects in space are carriers of digital signals.”

” At the core of this evolution of the Internet is the idea that the Internet
becomes more sensory — more proactive and less reactive. It also takes
into account that the world has hit a point where there are more devices
connecting to the Internet than people doing so.”

"The Internet of Things (IoT) is the network of physical objects that
contain embedded technology to communicate and sense or interact with
their internal states or the external environment.”

”Encompasses all the embedded devices and networks that are natively
IP-enabled and Internet-connected, along with the Internet services mon-
itoring and controlling those devices.”

”"The term Internet of Things generally refers to scenarios where net-
work connectivity and computing capability extends to objects, sensors
and everyday items not normally considered computers, allowing these
devices to generate, exchange and consume data with minimal human
intervention.”

” Although there is no single definition for the Internet of Things, com-
peting visions agree that it relates to the integration of the physical
world with the virtual world — with any object having the potential
to be connected to the Internet via short-range wireless technologies,
such as radio frequency identification (RFID), near field communication
(NFC), or wireless sensor networks (WSNs). This merging of the physi-
cal and virtual worlds is intended to increase instrumentation, tracking,
and measurement of both natural and social processes”

"Industrial Internet of Things (IOT) is a distributed network of smart
sensors that enables precise control and monitoring of complex processes
over arbitrary distances.”

"The concept of Internet of Things (IOT) [...] is that every object
in the Internet infrastructure is interconnected into a global dynamic
expanding network.”
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[46]

[128]

[64]

”In what’s called the Internet of Things, sensors and actuators embedded
in physical objects—f{rom roadways to pacemakers—are linked through
wired and wireless networks, often using the same Internet Protocol (IP)
that connects the Internet.”

”The main idea behind the IoT is to bridge the gap between the physical
world of humans and the virtual world of electronics via smart objects.
These smart objects allow the interactions between humans and their
environment by providing, processing, and delivering any sort of infor-
mation or command. Sensors and actuators will be integrated in build-
ings, vehicles, and common environments and can tell us about them,
their state, or their surroundings.”

”We must first define what we mean by ’things.” It could be very sim-
ple objects or complex objects. Things do not need to be connected di-
rectly to the public Internet, but they must be connectable via a network
(which could be a LAN, PAN, body area network, etc.). The IoT is the
network of physical objects that contain embedded technology to com-
municate and interact with the external environment. The IoT encom-
passes hardware (the ‘things’ themselves), embedded software (software
running on, and enabling, the connected capabilities of the things), con-
nectivity /communications services, and information services associated
with the things (including services based on analysis of usage patterns
and sensor or actuator data). An IoT solution is a product (or set of
products) combined with a service either a one-to-one or a one-to-many
relation. Meaning one service is combined with one (set of) product(s),
or one service is combined with multiple (sets of) products.”

” At the very high level of abstraction, the Internet of Things (IoT) can
be modeled as the hyper-scale, hyper-complex cyber-physical system.”

”The Internet of Things (IoT) paradigm is based on intelligent and self-
configuring nodes (things) interconnected in a dynamic and global net-
work infrastructure.”

"The Internet of Things (IoT) [...] connecting everyday objects to
the Internet and facilitating machine-to-human and machine-to-machine
communication with the physical world.”

”Whilst the definition of 'Internet of Things’ is elusive in general, the
use of the term refers to the use of sensors and data communications
technology built into physical objects in order to track, coordinate or
control the functioning of those objects based on data over the network
or the Internet.”

”The internet of things is a new paradigm in which every device is digi-
tally connected, regardless of their function, and can communicate with
other devices and people over communication protocols.”

”"The Internet of Things is a term used to describe the ever-growing
number of devices connecting to a network, including televisions and
appliances.”
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[62]

[74]

[130]

”[...] the interconnectness of all systems through the internet [is known

Y ”

as| 'the internet of things’.

"The Internet of Things (IoT) envisions a world where smart objects
connected to the Internet, share their data, exchange their services and
cooperate together to provide value-added services that none of these
objects could provide individually.”

” Although many standardization groups such as IEEE, ITU, 3GPP, and
IETF have presented various definitions, in its broadest sense, Internet
of the Things means 'technology through which additional values can be
provided to users by linking things or devices to the Internet.”

”A dynamic global network infrastructure with self-- configuring capa-
bilities based on standard and interoperable communication protocols
where physical and virtual things’ have identities, physical attributes,
and virtual personalities and use intelligent interfaces, and are seamlessly
integrated into the information network.”

”[...] a global infrastructure for the information society, enabling ad-
vanced services by interconnecting (physical and virtual) things based
on existing and evolving interoperable information and communication
technologies.”

”System where the Internet is connected to the physical world via ubig-
uitous sensors.”

”The Web of Things includes sensors and actuators, physical objects
and locations, and even people. The Web of Things is essentially about
the role of Web technologies to facilitate the development of applications
and services for things and their virtual representation. Some relevant
Web technologies include HTTP for accessing RESTful services, and
for naming objects as a basis for linked data and rich descriptions, and
JavaScript APIs for virtual objects acting as proxies for real-world ob-
jects.”

"The Internet of Things (IoT) is the mnetwork of physical ob-
jects—devices, vehicles, buildings and other items embedded with elec-
tronics, software, sensors, and network connectivity—that enables these
objects to collect and exchange data. The Internet of Things allows
objects to be sensed and controlled remotely across existing network in-
frastructure, creating opportunities for more direct integration of the
physical world into computer--based systems, and resulting in improved
efficiency, accuracy and economic benefit; when IoT is augmented with
sensors and actuators, the technology becomes an instance of the more
general class of cyber--physical systems, which also encompasses tech-
nologies such as smart grids, smart homes, intelligent transportation and
smart cities. Each thing is uniquely identifiable through its embedded
computing system but is able to interoperate within the existing Internet
infrastructure. Experts estimate that the IoT will consist of almost 50
billion objects by 2020.”
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[63]

[132]

133

"The Internet of Things (IoT) is the network of physical objects that
contain embedded technology to communicate and sense or interact with
their internal states or the external environment.”

”The Internet of Things (IoT) refers to the ever-growing network of phys-
ical objects that feature an IP address for internet connectivity, and the
communication that occurs between these objects and other Internet-
enabled devices and systems. IoT Extends Internet Connectivity: The
Internet of Things extends internet connectivity beyond traditional de-
vices like desktop and laptop computers, smartphones and tablets to a
diverse range of devices and everyday things that utilize embedded tech-
nology to communicate and interact with the external environment, all
via the Internet.”

"The Internet of Things (IoT) is a computing concept that describes a
future where everyday physical objects will be connected to the Internet
and be able to identify themselves to other devices. The term is closely
identified with RFID as the method of communication, although it also
may include other sensor technologies, wireless technologies or QR codes.
The IoT is significant because an object that can represent itself digitally
becomes something greater than the object by itself. No longer does the
object relate just to you, but is now connected to surrounding objects
and database data. When many objects act in unison, they are known
as having ’ambient intelligence.”

"The basic idea is that IoT will connect objects around us (electronic,
electrical, non-electrical) to provide seamless communication and con-
textual services provided by them. Development of RFID tags, sensors,
actuators, mobile phones make it possible to materialize loTwhich inter-
act and co-operate each other to make the service better and accessible
anytime, from anywhere.”

”Cyber-physical systems (CPS) are engineered systems that are built
from, and depend upon, the seamless integration of computational algo-
rithms and physical components.”

”CPS addresses the close interactions and feedback loop between the
cyber components such as sensing systems and the physical components
such as varying environment and energy systems. The exemplary CPS
research areas include the theory and practice of data sensing and ma-
nipulation, the engineering foundation of the cyber-physical interactions,
the design and verification of embedded computing systems, and the ap-
plication of CPS methodologies in various areas such as smart energy sys-
tems, smart home/building/community /city, connected and autonomous
vehicle system, medical prosthetics, wearable device, internet of things,
etc.”
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[134]

[135]

[136]

[137]

[138]

[139)]

[140]

”Cyber-Physical Systems (CPS) has emerged as a unifying name for
systems where the cyber parts, i.e., the computing and communication
parts, and the physical parts are tightly integrated, both at the design
time and during operation. Such systems use computations and commu-
nication deeply embedded in and interacting with physical processes to
add new capabilities to physical systems. These cyber-physical systems
range from miniscule (pace makers) to large-scale (a national power-
grid).”

”A cyber-physical system is a complex set of systems and subsystems
requiring communication channels among the cooperative entities and
tasks, for example, a coordinated platoon of interconnected vehicles
or a countrywide power system of different generating and consuming
plants.”

"Internet of things: The embedding of computer hardware and software
into everyday objects which can then be organized into a virtual network
of ‘terminals’, providing configurable information about their status and
location, remotely controlling or being controlled by smartphones and
computers. The term was proposed by Kevin Ashton in 1999. The
ubiquity and low cost of microprocessors have led increasingly to their
incorporation into a range of everyday objects.”

”The Internet of Things is the network of physical objects or ”things”
embedded with electronics, software, sensors, and connectivity to enable
objects to exchange data with the manufacturer, operator and/or other
connected devices. The Internet of Things (IoT) refers to devices, that
are often constrained in communication and computation capabilities,
now becoming more commonly connected to the Internet, and to various
services that are built on top of the capabilities these devices jointly
provide.”

”"The Internet of Things, or IoT, refers to billions of physical devices
around the world that are now connected to the internet, collecting and
sharing data. Thanks to cheap processors and wireless networks, it’s
possible to turn anything, from a pill to an aeroplane, into part of the
IoT. This adds a level of digital intelligence to devices that would be
otherwise dumb, enabling them to communicate without a human being
involved, and merging the digital and physical worlds.”

"Internet of Things (IoT): A system of interrelated computing devices,
machines, objects, etc. that have the ability to transmit data over a
network without the need for human intervention.”

"Internet of Things: A term used to describe the collection of computer-
based objects that can be controlled by the user and which are connected
to the Internet. Often the collection is associated with the home. Exam-
ples include: intelligent coffee makers, smart clothing, smart electrical
switches, and burglar alarms.”
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[141] "The Internet of Things (IoT) can be defined as a world of intercon-

nected things that are capable of sensing, actuating, and communicating
among themselves and with the environment (i.e., smart things or smart
objects). In addition, IoT provides the ability to share information and
autonomously respond to real/physical world events by triggering pro-
cesses and creating services with or without direct human intervention.”
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